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Mpeauncnosue

JAaHHadA cTaThd IOCBAINleHa HoAHOMY U TouHOMY onucanuio CRC (Cyclic Redundancy
Codes — Luraundeckue M30brTOuHbIe KOABI) M peaArm3aliuy TAOAMYHBIX aATOPUTMOB UX
BbIUUCAeHMd. Boabliag yacTs amTepaTyphl, Kacaromasaca CRC BooOIie, 1 X TaOANYHBIM
Pa3HOBUAHOCTAM OCOOEHHO, AOCTAaTOYHO CAOJKHA U 3allyTaHHA (II0 KpauHeu Mepe, MHe TaK
nokazanoch). CraTks ObIAA HAIIMCAHA C IEeABIO AQTh IIPOCTOE U BMeCTe C TeEM TOYHOE OIH-
canme CRC, BHHUKaOIIee BO BCe TOHKOCTH PeaAr3alluM €ro BBICOKOCKOPOCTHBIX BapHaH-
TOB. [IpearorkeHa mapaMmerpudeckas mMopeab CRC-aaropurma, HasBaHHas Rocksoft™
Model CRC Algorithm", koTopasg MOKXeT ObITh HaCTpOeHa TaKMM 0Opa3oM, YTOOBI pado-
TaTh ITIOAOOHO OOABIIMHCTBY CTAHAQPTHBIX pearnsanui aaropurMoB pacuetra CRC, u ko-
TOpasi, OAHOBPEMEHHO, SIBASIETCS XOPOIIUM IIPUMEPOM AAST AEMOHCTPAIUK OCOOEHHOCTEN
HEKOTOPBIX M3 HUX. Kpome Toro, IpuBeAeH HEOITUMU3NPOBAHHLIN ITpuMep Ha sA3bike C, a
TaK>kKe 2 BapMaHTa BBICOKOCKOPOCTHOM TaOAMYHOM pPeaAn3alluy, 1 IporpaMMa reHeparun
TaOAUIILI TTOUCKa AN pacueTa CRC.
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1. BBepeHue: oGHapyXxeHue owmnooK

MeToabl OOHapy>KeHUs OIINOOK IpeAHAa3HAUYEHBI AN BBIIBAECHUS IIOBPEKAEHUM CO-
OOILIeHNN IIPU UX [Iepepaue 10 3alllyMAEHHBIM KaHaAaM (BHOCAIIMX 3TU OIMOKH). AAa
3TOr0 MepeAarolilee YCTPOMCTBO CO3AAaeT HEKOTOPOEe YHCAO, Ha3blBAeMOe€ KOHTPOABHOM
CYMMOU U ABAfIOLIeecs (PYHKIIMENU COOOIIeHUs, 1 AOOABASIET €r0 K 3TOMY COOOIIEHUIO.
[TpueMHOEe yCTPOMCTBO, UCIIOAB3YS TOT JK€ CaAMbIM aATOPUTM, PACCUYUTHIBAET KOHTPOAB-
HYIO CYyMMYy IIPUHSATOTO COOOIIIeHNS M CPAaBHUBAET ee C IepeAaHHBIM 3HaueHueM. Ha-
IIpUMep, €CAU MBI AASl pacueTa KOHTPOABHOW CYMMBI MCIOAB3ye€M IIPOCTOE CAOJKEHHEe
0aNTOB COOOIIEHUSA II0 MOAYAIO 250, TO MOKET BO3ZHUKHYTH IIPUMEPHO CAEAYIOIIAS CHU-
Tyanus. (Bce uncaa npumepa AeCATUYHEBLE.)

CooO1ieHue : 6 23 4
Coo011eHne ¢ KOHTPOABHOU CYMMOU : 6 23 4 33
Coo0111eHME TIOCAE TIEpepaun : 6 27 4 33

Kaxk Bel BuAUTE, BTOPOM OAaUT COOOIEeHNS TPU llepepade OKa3aAcsa N3MeHEeHHBIM C 23
Ha 27. IlpueMHUK MOXeT OOHAPY’KUTh OIIMOKY, CPABHUBAS IIEPEAAHHYIO KOHTPOABHYIO
cymMmy (33) ¢ paccumTaHHOU UM caMuM: 6 + 27 + 4 = 37. Ecam npu npaBUABHOU Hepe-
Adde COOOIEeHUS OKA’KeTCs ITOBPEKACHHOU CaMa KOHTPOABHAs CyMMa, TO TaKOe COO00-
1eHrue OyAeT HeBEepPHO MHTEPIPETHPOBAHO, KaK MCKakeHHoe. OAHAKO, 3TO He caMad
nAoxas curyanus. boaee ollacHO, OAHOBpEMEHHOe IIOBPeXXKAEHHe COOOIeHUS U KOH-
TPOABHOU CyMMBI TAKUM 00Pa30M, YTO BCe COOOIIeHNEe MOKHO IIOCUUTATh AOCTOBEPHBIM.
K co>kareHUIo, NCKAIOUUTh TaKyl0 CUTyallUul0 HEBO3MOJKHO, M Ayulllee, 4eTr0 MOKHO AO-
OUTHCS, 3TO CHU3UTH BEPOSATHOCTE €€ MOSIBACHUS, YBEANUNBAs KOAMYECTBO HHPOPMAIUHU
B KOHTPOABHOU CyMMe (HAIIpUMeED, PACILIUPUB €€ C OAHOTO AO 2 OauT).

OmubKU MHOTO POAA BO3HUKAIOT IIPU CAOKHBIX IIPe0OpPa30BaHUAX COOOIIEHUS AAL
YAQAEHUS U3 Hero U30bITOUHOM nHpopManuu. OAHAKO, AQHHAS CTAThs IIOCBAIEHA TOAb-
Ko pacuetaM CRC, KOTOpBIe OTHOCATCA K KAACCY aATOPUTMOB, He 3aTParnuBaroIux CaMo-
ro COOOIIEeHUS U AUIIb AOOABAFIOIINX B €r0 KOHIIe KOHTPOABHYIO CYMMY:

<HUCXOAHOE HeM3MeHEeHHOe COO0IeHne> <KOHTPOABHAsA CyMMa >

2. TpeGoBaHUNA CNNOXHOCTU

B npepbipyiieM pa3zpeAe MBI IOKa3aAW, 4TO IOBPEXAEHUE COOOIIeHNs MOKET OBITh
OOHApPY’KEHO, UCIIOAB3YH B KQUeCTBEe aATOPUTMA KOHTPOAS IIPOCTOE CYMMUPOBaHUe Oa-
TOB COOOIIIEHUS IO MOAYAIO 256:

CooO1ieHue : 6 23 4
Coo011eHne ¢ KOHTPOABHOU CYMMOU : 6 23 4 33
Coo0111eHME TIOCAE TIEpepaun : 6 27 4 33

HepocTaTok 3TOro aArTopuT™Ma B TOM, YTO OH CAMIIIKOM IpOCT. Ecam mpomsonpeT He-
CKOABKO MCKa’KeHUY, TO B 1 caydae u3 256 MBI He CMOKeM UX OOHapy>kuTb. Hanpumep:

Coo0O1enue : 6 23 4
Coo01ieHne ¢ KOHTPOABHOM CYMMOU : 6 23 4 33
CooO111eHne TOCAe Iepepaun 8 20 5 33

AN IOBBIIIIEHUST HAAEKHOCTHA Mbl MOTAU Obl U3MEHUTDL Pa3Mep perucrpa ¢ 8-OMTHOTO
Ha 16-OUTHBIN (TO €CTh CyMMUPOBATH II0 MOAYARO 65536 BMeCTO MOAYAS 256), 4TO CKOpee
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BCETro CHU3UT BEPOSITHOCTh OMINOKYU € 1/256 A0 1/65536. XOTs 3TO 1 HEIAOXast UAEs, OA-
HaAKO, OHa MMeeT TOT HEAOCTATOK, UTO IpUMeHseMasi (popMyAa pacyeTa He 'CAydaliHa' B
AO/JKHOW CTEIIEHU — Ka’KABIM CYMMMPYEMBIM OalT OKa3bIBAeT BAUSHUE AUIIL HAa OAUH
0alT CYMMUPYIOIIEro perucTpa, Ipu 3TOM IIMPHUHA CAMOI'0o PerucTpa He mMeeT HUKAKOTro
3HaueHud. Hampumep, BO BTOPOM CAydYae CYMMUPYIOIIUY PETUCTP MOT Obl UMETh IIUPUHY
XOTb MerabauT, OAHAKO OIIMOKA BCe PaBHO He Oblna Obl OOHapy>keHa. [IpobaeMa MorkeT
OBITH pellleHa AUIIb 3aMEHOU IIPOCTOr0 CYMMUPOBAaHUs OOAee CAOKHOU (PyHKIIMEN, YUTOOBI
Ka’KABIU HOBBIY OAUT OKa3bIBaA BAUSIHUE Ha BECh PETMCTP KOHTPOABHOM CYMMEIL.
TakuM 06pa3oM, MBI CPOPMYAUPOBAAU 2 TPEOOBAHUA AN POPMUPOBAHUSA HAAEKHOU
KOHTPOABHOU CYMMBI:
Hlupuna: Paszmep perucrtpa AAS BBIUMCAEHHUU AOAKEH oOOecliedynBaTh H3Ha-
YaABbHYIO HU3KYIO BEPOSTHOCTD OIIMOKY (Hanpumep, 32-0alTHHIN pe-
rACTp oOecleynBaeT BepOsITHOCTD omubKu 1/2%).

ChayualiHOCTh: HeoOXopauMM TakOM aATOPUTM pacyeTa, KOTAA Ka’KABIM HOBBIM OaWT
MOJKeT OKa3aTh BAUSHME Ha AIOObIe OUTHI pEerucTpa.

OOpaTuTe BHUMaHUE, YTO XOTS TEPMUH 'KOHTPOABHAs CyMMa' M3HAYaAbHO OIMCHI-
BaA AOCTATOYHO IIPOCThbIE CYMMUPYIOIIUE aATOPUTMBI, OAHAKO, B HaCTOslIllee BpeMs OH
HUCIIOAB3YEeTCA B OOAee MIMPOKOM CMBICAE AAST OOO3HAUYEHUSI CAOKHBIX aATOPUTMOB pac-
veTrq, Takux Kak CRC. Aaropurmber CRC, KOTOpBIE MBI 1 OyAE€M PacCMaTpuBaTh B AAAb-
HeWIlleM, OYeHb XOPOIIIO YAOBAETBOPSIOT BTOPOMY YCAOBHUIO M, KDOME TOTO, MOI'yT OBITh
AAANTUPOBAHEL AAS PAOOTEI C PA3ANYHOU IIIMPUHOM KOHTPOABHOU CYMMBI.

3. OcHoBHasa npes, 3anoxeHHas B anroputme CRC

C ygero HaM CArepAyeT HaudaTh B HAIMKUX ITOMCKAX aATOPUTMOB Oonee CAOJXHBIX, 4YeM IIPO-
CcToe CYMMI/IpOBaHI/Ie? Ha YM IIPUXOANT CaMble S9K30TUYHBIE CXEMBI. MBI MOTAM OBI COCTa-

BUTH TAOAUIIBI C UCIIOAB30BaHUEM (P YHUCAQ T, UAU XEIITUPOBATh Ka’KABIU MOCTYTIAOIUN
OauT Mo BCeM OalTaM COAEPKUMOT0 PerucTpa. MBI MOTAU OBl A@’Ke AePsKaTh B TaMSATH OT-
POMHBIN TeAe(POHHBIN CIPABOYHUK U MCIIOAB30BATh KAa’*KABIM IOCTYIIAIOIINU OAaNT, CKOM-
OVMHUPOBAHHBIN C COACP)KMMBIM PErUCTPa, B KAUECTBE MHAEKCA HOBOTO TeAe(POHHOT'O HO-
Mepa, KOTOPBIY 3aTeM 3arpy’>KaeTcs B perucTp. Bo3aMo>KHOCTH Oe3rpaHUYHEI.

OaHakKo, HaM HEeT HEOOXOAUMOCTU 3aXOAUTH CTOAb AAAEKO — HAAO BCETO AUMIIL CMEHUTD
apudpMeTryeckoe pevictBre. Ecam cro’kKeHMe, OUeBHUAHO, He IIPUTOAHO A (DOPMUPOBAHUSA
3 PEKTUBHON KOHTPOABHOM CYMMEBI, TO TAKUM AEUCTBUEM BIIOAHE MOJKET OKA3aThCS Aene-
HUeE [IPHA YCAOBHH, UTO AEAUTEAD UMeeT HINPUHY PernucTpa KOHTPOABHONU CYMMBL.

OcHoBHasg upes aaropurMa CRC cocToOUT B IpeACTaBAEHUU COOOIIEHUS BUAE OTPOM-
HOTI'O ABOMYHOT'O YHCAQ, AEA€HUHU ero Ha Apyroe (pMKCUPOBaAHHOE ABOMYHOE YMCAO U HC-
IIOAB30BAHUU OCTATKa 3TOI'O AGAEHUS B KQ4eCTBe KOHTPOABHOM CyMMBI. [loAaydyuB co00-
IIeHue, IPUEMHUK MOJKeT BBIIIOAHUTH @HAAOTUYHOE AEVCTBUE U CPABHUTH IIOAYUYEHHBIN
OCTaTOK C "KOHTPOABHOM CYMMOM" (IepeAa@HHBIM OCTaTKOM).

[TpuBepy npuMep. IIpeanionokuM, 9TO COOOIIEeHWE COCTOUT U3 2 6auT (6, 23), Kak B
peAbIAYIeM IIpuMepe. LIX MO’KHO paccMaTpuBaTh, KaK LIECTHAALLQTEPUYHOE YHCAO
0167h, nam kak ponyHoe urcao 0000-0110-0001-0111. TTpeanIOAOKUM, YTO LIMPHUHA PEru-
CTpPa KOHTPOABHOM CyMMBI COCTaBAsieT 1 OalT, a B KaueCTBe AeAauTeas ucroabsyercsa 1001,
TOTAQ CaMa KOHTPOABHAsA CyMMa OypeT paBHa ocTaTKy oT peaeHud 0000-0110-0001-0111 wva
1001. XoTa B AQHHOU CUTyallUM AEA€HUEe MOJKET OBITh BBIIIOAHEHO C MCIIOAB30BaHHUEM
CTAHAAPTHBIX 32-OUTHBIX PETUCTPOB, B OOIIEM CAyYae 3TO He BepHO. [103ToMy BOCIOAB3Y-
eMCsI AeA€HHEeM 'B CTOAOUMK", KOTOPOMY HAC YYMAM B IIIKOAE (BCIIOMHUAM?). TOABKO Ha
3TOT pa3, OHO OYAET BBIIIOAHATHCSA B ABOMYHOM CUCTEME CUMCAEHUS:
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0010 = 02 = 2 = OcTaTokK

B pecsaTHuHOE BUAE 3TO OyAET 3BydYaTh TaK: dacTHOe OT AeAeHud 1559 Ha 9 paBHo 173
1 2 B ocTaTtke".

XOTa BAMSIHUE KAa*KAOI'0 OUTa MCXOAHOTO COOOIIEHNS Ha YaCTHOE He CTOAb CYIIECT-
BEHHO, OAHAKO 4-OUTHBIM OCTAaTOK BO BPeMS BBIYMCACHUM MOKET PAANMKAABHO U3MEHUTD-
csl, ¥ yeM OOABIlle DANTOB UMEeTCsI B UCXOAHOM COOOIEeHUHU (B AGAMMOM), TeEM CUAbHEee
MeHseTCs KaKABIM pa3 BeAMYMHA OCTaTKa. BOT modyemMy AeaeHHe OKa3bIBAeTCs IIpuMe-
HUMBIM TaM, TA€ OOBIYHOE CAOKEeHNMe paboTaTh OTKAa3bIBA€TCH.

B Hamrem caydae nepepada COOOIIEHUSA BMECTE C 4-OMTHOU KOHTPOABHOU CYMMOM BBITASI-
AeAa OBI (B IECTHAAIIATEPUYHOM BHAE) CAeAyroimM oopaszom: 06172, tae 0617 — aTo camo co-
o011leHNe, @ 2 — KOHTPOABHAA CyMMa. [IprmeMHUK, IOAyYMB COOOIIEHUE, MOT' OBbI BBIITIOAHUTD
QHANOTUYHOE AeAeHVE U IIPOBEPUTH, PABEH AW OCTATOK ITePEAAHHOMY 3HAYEHUIO (2).

4. NonuHomMmuanbHas apudpmeTuka

XoTa apudMeTHIeCKOe AeAeHNe, OTMCAHHOE B IIPEABIAYIIIEM pPa3peAe, OueHb ITOX0Ke Ha
CXeMy pacueTa KOHTPOABHOM cyMMEl, Ha3biBaeMor CRC, caMm xe aaroputm CRC HECKOABKO
OOAee CAOKEH, U, YTOOBI ITIOHATH €T0, HAM HEOOXOAUMO OKYHYTBCS B TEOPUIO IIEABIX YUCEA.
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KAroueBeIM CAOBOM, KOTOpOe Brl OyaeTe MOCTOSHHO CABIMIATH Ipu padote ¢ CRC,
SIBAsIETCSI CAOBO "ToAnHOM". Bce CRC-aATOpUTMBI OCHOBaHbI Ha TOAMHOMMAABHBIX BbI-
YUCAEHUAX, U A A000r0 aaropurMa CRC MOXHO yKa3aTh, KAKOM IIOAMHOM OH UCIIOAB-
3yeT. UTO 3TO 3HAUUT?

BMmecTo npepcTaBAEHUS AGAUTEAST, AGAUMOTO (COOOIIeHNs), 4aCTHOTO U OCTaTKa B BU-
A€ TIOAOKUTEABHBIX IIEABIX YMCEA (KaK 3TO OBIAO CAEAAHO B IIPEABIAYIIEM pPas3jpene),
MOJKHO IIPEACTAaBUTH UX B BUAE IIOAMHOMOB C ABOUYHBIMU KO3(Q(pUITMEeHTaMU VAU B BUAE
CTPOKM OWT, Ka’KABIU M3 KOTOPBIX SBASIETCS KOIPPUIITMEHTOM IMOAWMHOMA. Hampumep,
AECSATUYHOE YUCAO 23 B IIIECTHAAIIATEPUYHOM CUCTEME CUMCAEHUS uMeeT BUA 17, a B ABO-
nyaoM — 10111, yTo coBHapaeT ¢ IOAMHOMOM:

1*x~4 + 0*x”3 + 1*x72 + 1*x~1 + 1*x"0
WUAY, YIIPOIEHHO:

x4 + x"2 + x*1 + x°0

U cooOuieHne, U AeAUTEAD MOTYT OBITH IPEACTABAEHEBI B BUAE IIOAMHOMOB, C KOTOPBI-
MU KaK 1 PaHbIlle MOXKHO BBITIOAHITH AFOOBIe apudMeTHIeCKre ACMCTBUS; TOABKO Tellephb
HaM IIPUAETCS He 3a0bIBaTh O UKCaX. [IPEeAlOAOKMM, UTO MBI XOTUM IIEPEMHOXXHUTD, Ha-
npuMep, 1101 1 1011. DTO MOKHO BBIIOAHUTH, KAK YMHOKEHUE [IOANHOMOB!

(x*3 + x*2 + x"0) (x*3 + x*1 + x"0)
= (x"6 + x4 + x"3
+ x*5 + x*3 + x"2
+ x*3 + x*1 + x*0) = x*"6 + x5 + x4 + 3*x*3 + x*"2 + x*1 + x"°0

Tenepb AAT TOAYUYEHUS IIPABUABHOTO OTBETa HAM HEOOXOAMMO yKa3aThk, 9YTO X paBeH
2, 1 BBIIIOAHUTH IIepeHOC OuTa OT YreHa 3*x” 3. B pesyabTaTe noAydmm:

x*7 + x*3 + x*2 + x*1 + x°0

Bce 3T0O oueHb NOXO>Ke Ha OOBIYHYIO apU(PMETHUKY, C TOU AUIIb PAa3HUIIEN, YTO OCHO-
BaHUe y HaC AUIIb IPEANIOAATaeTCs, @ He CTPOro 3aAaHO. UTO ke U3 3TOT'O CAEAyeT?

A TO, 94TO eCAM MBI cunTaeM, 'X'" HaM He U3BeCTEeH, TO MBI He MOJKeM BLIIIOAHUTH Ilepe-
Hoc. HaM He u3BeCTHO, 4YTO 3*X"3 — 3TO TO XKe caMoe, UTo 1 x4 + xX”"3, TaK KakK MBI He

3HaeM, 4To X = 2. B NOAMHOMUAABHOU apu@MeTHKe CBA3U MeKAY KOd3(p(PUIMeHTaMu He

YCTQHOBAEHEBI, M, IIO3TOMY, KOIM@PUIIMEHTHl IIPU KAKAOM YAEHE IIOAMHOMA CTAaHOBATCS
CTPOTO TUIU3UPOBAHHBIMU — KOIMPUITUEHT IIPHU X 2 UMeeT MHOM THUII, 4YeM IIpU X" 3.

Ecan Ko duiimeHTEl KakAOTO YAEHA ITIOAMHOMA COBEPIIEHHO U30AUPOBAHBI ADYT OT
APYT@, TO MOKHO PabOTaTh C AIOOBIMH BUAAMU ITOAMHOMUAABHON apU(pPMETHKH, IIPOCTO
MEHSS MPAaBUAQ, IO KOTOPBIM KO3 PuiimeHTsl padoTaroT. OpaHa U3 TAKUX CXEM AASI HaM
Ype3BBIUaHO WHTEPECHa, @ UMEHHO, KOrAa KO3(P(PUIIUEHTHl CKAQABIBAIOTCSA IIO MOAY-
AIO 2 0e3 IepeHoCca — TO eCTb KO PUIMEHTHI MOI'YyT UMeTh 3HaueHus AUl 0 uau 1, ne-
PEeHOC He YUUTHIBAeTCs. DTO Ha3hIBAETCS 'TTOAMHOMHUAAbHAs apudMeTHKa 110 MOAYAIO 2".
Bo3Bpalasacs K IpeAbIAyIeMy IIpUMepYy:

(x*3 + x*2 + x*0) (x*3 + x*1 + x"0)

= (x"6 + x4 + x"3
+ x5 + x*3 + x"2
+ x*3 + x*1 + x"0)
= xX"6 + x*5 + x4 + 3*x*3 + x"2 + x*1 + x"0

[To mpaBuAaM OOBIYHOM apUPMETUKM, KO3(PPUITMEHT YAeHa 3*X "3 pacOopepeAsieTCs
IO APYTMM YA€HAM IIOAMHOMA, MCIIOAB3YSI MEXAHU3M IIepeHOCA U IIPEAIOAarasi, 4To
X = 2. B "moAmHOMUAABHOM apudMeTHUKe II0 MOAYAIO 2" HaM He M3BECTHO, YeMy paBeH
"X", IepeHoCoB 3AeCh He CYIIEeCTBYET, a BCe KO3(PPUIMEHTHI PaCCUYUTHIBAIOTCS 110 MOAY-
AIO 2. B pe3yabTaTe moAydaeM:

= x"6 + x5 + x* + x*3 + x"2 + x*1 + x"0

Kak mumier A, KuayT [Knuth81, cTp.400] : "HuTtaTeab MOKET TOAMETHUTH CXOACTBO MESKAY
IIOAMHOMMAABHOU apu(PMETHUKON W apU(PMeTHKOU BBICOKOM TOYHOCTH (multiple-precision
arithmetic) (pa3aen 4.3.1.), Koraa ocHOBaHUe b 3aMeHseTcsd HaX. OCHOBHOe pasandue Co-
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CTOMT B TOM, 9TO KO3(D(PUITUEHT U, YAeHA X' B TOAMHOMHUAABHOMN apru(MeTHKe CIMTAeTC s Ma-
AOV BeAMUMHOM, UAM BEAUYMHOM, He CBA3aHHOM C OAMJKAMIIMMU KO3(D(MUIMeHTaM: X (K
x“""), HO3TOMY IepeHoC OT OAHOTO YAeHA K APYTOMY B Heli oTcyTcTByeT. (DaKTUYeCcKH, OAK-
HOMUAABHaA apuPMeTHKa II0 MOAYAIO b BO MHOTOM aHAaAOTUYHA apU(PMeTHKe BBICOKOU TOY-
HOCTH IO OCHOBAHUIO b 3a MCKAIOUEHMEM TTOAABACHUS BCEX ITEPEHOCOB."

TakuM oOpa3oM, MOAMHOMHMAABHASA apu(pMeThKa II0 MOAYAIO 2 — 3TO (paKTHUeCKH
ABOWYHAs apu(MeTHUKAa II0 MOAYAIO 2 0e3 yyeTa IIepeHOCOB. XOTS IIOAMHOMBI UMEIOT
yAOOHBIE MaTeMaTudecKue cpepcTBa AN aHaam3a CRC-aATOpUTMOB 1 aATOPUTMOB KOP-
PEKIMU OUINOOK, A YIIPOIIEHUSA AAABHEUIIIEro OOCYKAEHUS OHM OyAYT 3aMEeHEHBI Ha
HEIMOCPeACTBEHHbIE apudMeTnUeCcKre AeUCTBUS B CUCTEME, C KOTOPOU OHU M30MOP(HBI,
a UMEHHO B CUCTEME ABOUYHOM apuPMeTUKU Oe3 MepeHOCOB.

5. [lBonyHasa apudpmeTuKa 6e3 yueTa nepeHoCoB

OcTaBUB IOAMHOMEI BHE ITOAS HAIler0 BHUMAHMS, MBI MOJKEM C(OOKYyCHUPOBATh €ro Ha
OOBIYHOM apU(MeTHKe, TaK KaK AEMCTBUS, BBIIIOAHIeMBIe BO BpeMs BeluncaeHus CRC,
SABASIIOTCS apu(PMeTUIEeCKUMHU OllepalusaMu 0e3 yueTa IIepeHoCoB. HacTo 3TO Ha3blBaeT-
Cs1 IOAMHOMUAABHOU apru(PMEeTHUKOM, HO, KaK {1 y’Ke TOBOPHA, O HEel 3AeCh OOABIIIE YrKe He
OyA€eT CKa3aHO HU CAOBQ, @ BMECTO 3TOro MBI OypeT o0cykpaTh apudmMmetuky CRC. A Tak
KaK 3Ta apu@MeTH4YeCcKasd CUCTEMA ABASETCS KAI0UeBOM 4acTh pacueToB CRC, HaM Ayu-
IIe 3aHATLCS ero. MTak, HauHeM.

Chroxenne aAByx umcen B CRC-apudmMeTrke HOAHOCTBIO @HAAOTHYHO OOBIYHOMY
apu@PMeTUYECKOMY AENUCTBUSA 3a UCKAIOYEHHEM OTCYTCTBUS IIEPEHOCOB U3 pa3psipa B
paspsga. OTO O3HAYAET, UTO Ka’KAAs Ilapa OUTOB OIIPeAEAsieT Pe3yAbTAaT CBOEro pa3psapa

BHe 3aBHCUMOCTH OT Pe3YABTATOB APYIuUX Ilap. Hamnpumep:
10011011
+11001010

01010001

A Ka>KAOU Iapbl OMTOB BO3MOJKHEI 4 BApUAHTA:
0+0=0
0+1=1
1+0=1
1+1=0 (mmepeHOC OTCYTCTBYET)
To >xe camMoe CIIPAaBEAAUBO U AN BBIYUTAHUS!
10011011
-11001010

01010001

KOT'Ad UMEIOTCA TaK>Ke 4 BO3MO>KHEIE KOM6I/IHaHI/II/II

(BauMKIMBaHIE)

DakTUYeCcKH, KakK omepalus CAOKeHUsd, Tak U omnepaiuga Beruutanusga B CRC-apud-
MeTUKe MAeHTUYHEI onepariuu ' Vckatouatoiiee MAN" (eXclusive OR — XOR), uto mo-
3BOASIET 3aMEHUTH 2 OIlepalluy IIePBOIr'0 YPOBHS (CAOJKEHUE U BEIUMTAHUE) OAHUM AEMCT-
BHUEeM, KOTOPO€, OAHOBPEMEHHO, OKa3bIBAeTCs MHBEPCHBIM caMoMy cebe. OueHBb yp00-
HOe CBOMCTBO TaKOU apu(pPMeTUKU.

CrpynnnpoBaB CAOKeHUe U BEIUUTaHNEe B OAHO epnHOe AeticTBue, CRC-apudgMeTrka
UCKAIOYAeT U3 MOASI CBOErO BHUMAaHUSI BCE BEAWUMHBI, AeJKallllie 3a IpeAeAaMU CaMoTo
cTapuiero csoero o6mra. XOTS COBEPIIEHHO ACHO, 4TO 3HaueHUe 1010 Goawire, yem 10,
3TO OKAa3bIBAeTCd He TakK, Koraa ropopsar, uTto 1010 AoAKHO OBITH OoAbllie, ueM 1001.
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YTOOBI NOHATE ITIOYEMY, IIOIBbITAUTECHh MOAYYUTH U3 1010 3Hauenue 1001, OTHAB UAM IpU-

0aBUB K HEMY OAHY U Ty J)K€ BeAUYHHY:
1001 1010 + 0011
1001 1010 - 0011

OTO CBOAUT Ha HET BCSIKOE IIPEeACTaBAEHUE O TOPSIAKE.

OnpepeArB AeNCTBUE CAOKEHUS, NepelAeM K YMHOKEHUIO U AeAeHUI0. YMHOXKe-
HYe, KaK U B OOBIYHOU apu(PMeTUKe, CYUTAETCS CYMMOU 3HAUEHUU [I€PBOTO COMHOKUTE-
ASl, CABUHYTBIX B COOTBETCTBHUH CO 3HAUEHUEM BTOPOT'O COMHOKUTEA.

% 1101
1011
1101

1101.

0000..

1101...

1111111 O6paTuTe BHMMaHMe: npu CyMmMupoBaHuu ucnonb3yetca CRC-crnoxeHue

AereHre HECKOABKO CAOJKHee, TaK KakK HaM TpeOyeTcsl 3HaTb, KOTAQ OAHO YHCAO
npeBparaeTcs B Apyroe . UTOOBI cAeAaTh 3TO, HaM IIOTPeOyeTCsl BBECTU cAaboe TOHS-
THe Pa3MEePHOCTH: YUCAO X OOABIIIE UAW PABHO Y, €CAU MO3UIUS CAMOTrO CTApILIETrO eAu-
HUYHOTO OMTa uncAa X OOAee 3HaUuMMa (MAU COOTBETCTBYET) IMO3ULUU CaMOr'o CTapllero
eAMHUYHOro OuTa yncAa Y. Huske nmpuBepeH mpuMep AeAeHus (IpuMep 3auMCTBOBAH U3
[Tanenbaum3l1]).

1100001010

10011 ) 11010110110000
10011,,.,,....

I 7 o7 7 ® e o o

10011,.,,....
10011,.,,....

J e J J * o o o

00001.,,....
00000.,,....

00000, . ...

1110 = OcrTaTokxk
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JTo Tak U ecTb. OAHAKO, IIPEKAE, UYeEM UATHU AAABIIE, CTOUT ellle HEMHOTO 3aAep-
JKAThCS Ha 3TUX A€HCTBUIX.

MEbl y>ke 0o0OpaTuAu BHUMAHHE, YTO AEUCTBUSA CAOKEHUS U BBIUYUTAHUA B HAllEU
apu@MeTHKe — 3TO OAHO U TO Xe. B Takom caydae, A+0=A u A-0=A. 3OTO O4eBUAHOE
CBOMCTBO HaM OYe€Hb ITPUTOAUTCS B AAABHEUIIIEM.

YroOs! yMeTh oOpamiatbcs ¢ CRC-yMHOXeHHEM U AeAeHreM, HeOOXOAUMO XOPOIIIO
IIOYYBCTBOBATH UX CYIIJHOCTb.

Ecam ynchro A nmoayueHo ymHOKeHUeM uncAa B, To B CRC-apugmetrike 3TO 03HAYaer,
YTO CYIIECTBYeT BO3MOKHOCTb CKOHCTPYMPOBATH YUCAO A W3 HYAS, IIPUMEHSIS Ollepalyio
XOR K uncao B, cABHMHYTOMY Ha pa3AMYHOE KOAMYEeCTBO nto3uninii. Hanpumep, ecan A paBHO
0111010110, a B — 11, TOo MBI MOKET CKOHCTPYHUPOBATh A 13 B caepyronum crrocoooM:

0111010110

Il
[EY
[EY

OpHako, ecan Obl A O0b1A0 OBl paBHO 0111010111, TO Ham OBI HE YAAAOCH COCTaBUTh
€ro C IIOMOIIbIO PA3AUYHBIX CABUTOB umcAa 11 (mouemy? — 4yuTaiTe Aaablie!), TosToMy
ropop4rT, uto B CRC-apudmeTnke 0HO He AeAUTCS Ha B.

Takum obOpazoM, mbl BUAUM, yTO CRC-apudmeTrka CBOAUTCS TAABHBIM OOPazoM K
onepanun "Hckatouatoniee MANM" HEeKOTOPOTro 3HaUeHMS NPU PA3AUMYHBIX BEAMYMHAX
cABUTA.

6. MonHocTblO pabounii npumep

OnpepenauB Bce npaBuaa CRC-apudMeTnku, Mbl MOKEM Tellepb OXapaKTepru30BaTh
BberurcAaeHrne CRC Kak mpocToe pAeAreHMe, yeM OHO PaKTHUUeCKHU U SIBAdeTCsA. B paHHOM
paspene IPUBOAATCS AOTIOAHUTEABHBIE AeTaAU U IIpUMep.

YToOBI BEINOAHUTE BeIuucAeHre CRC, HaM He0OXOAMMO BBIOPATh AEAUTEAb. ['OBOps
MaTeMaTU4eCKUM SI3bIKOM, AEAUTEAb Ha3bIBAaeTCS reHepaTOPHBIM TOAMHOMOM (generator
polinomial), A TPOCTO MOAMHOMOM, U 3TO KAIOYeBOe CAOBO AtoOoro CRC-aaropurMma.
BeposaTHO, OBIAO OOAee IpUATHEE HA3BaTh ACAUTEAb KAaK-HUOYAb MHade, OAHAKO TeMa
IIOAMHOMOB HACTOABKO I'AyOOKO BBEAAaCh B AQHHYIO OOAAQCThb BBIUMCAEHUU, YTO OBIAO OBI
Hepa3yMHO u30eraTb ee TEPMUHOAOTUU. AN IPOCTOTHL MBI OyaeT Ha3biBaTh CRC-mtoan-
HOM IIPOCTO TTIOAMHOMOM.

Brr MmoxeTe BbIOpaTh U UCIIOAB30BaTh B CRC Aro6ou moanHoM. OAHAKO, HEKOTOPhIE
CIIPABASIOTCS CO CBOEM 3apa4yell Aydllle OCTAABHBIX, IIO3TOMY UMEEeT CMBICA UX IIPOTECTH-
POBaTh, 4eMy U OyAeT OCBAIIEH OAVH U3 CACAYIOIIUX PAa3AEAO0B.

Crenenn noanHoMa W (Width — mupuHa) (O3ULIUS CaMOro CTapllero eAMHUYHOTO
OuTa) Ype3BBIUAMHO Ba’KHA, TaK KakK OT Hee 3aBUCAT BCe OCTaAbHbIe pacueTbl. OOBIYHO
BbIOMpaeTcs cTeneHb 16 A 32, TaK KakK 3TO oOAerdaeT peaAu3aliduio aATOpuTMa Ha Co-
BpPEMEeHHBIX KOoMIIbiIoTepax. CTelleHb MOAMHOMA — 3TO A€UCTBUTEABbHAs MO3UIUSA CTap-
urero 6uTa, HaIpuMep, creneHb noanHoma 10011 paBHa 4, a He 5. B KauecTBe nipuMepa B
AQABHEMIIIEeM MBI ¥ OYAET UCIIOAB30BaTh 3TOT IIOAMHOM (ITOAMHOM 41 ctenieru "10011").

BBIOpaB IIOAMHOM NPUCTYIIUM K pacueTaM. ITO OYAEeT IIPOCTOe AeAeHHe (B TepMUHAax
CRC-apudmernku) cooO111eHNs Ha HAIll IIOAMHOM. EAMHCTBEHHOE, 4TO HApO OyAEeT CAeAaTh
AO Hauana pabOTHI, TaK 3TO AOIIOAHUTH COO0IleHe W HyAeBbIMU OUTaMu. ITak, HauHeM.

HcxopHoe coobirieHue : 1101011011
IToanHOM : 10011
Coo0i1enne, poonorHeHnHoe W OuraMu : 11010110110000
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Tenepp IPOCTO MOAEAUM COOOILIIEHUE Ha IIOAWHOM, UCIIOAB3Ys npaBura CRC-apud-
MeTHKU. PaHee MBI y’Ke pacCMaTPUBAaAU 3TO AENCTBHE.

1100001010 = YacTHOe (OHO HHKOI'O HE HHTEPECYET)

10011 ) 11010110110000 = BbpoBHEHHoe coobueHne (1101011011 + 0000)
=IloJITTHOM P e e g e e e
10011,,.

rrs

1

s
10011, .,,

VAV AR

1

rrs
""" ’

1110 = OcraTox = KOHTPOJBHaAsA cyMMma!

B pesyabTaTe moaydaeM 4aCcTHOE, KOTOpPO€e HaC He UHTepecyeT U, I0O3TOMY, OTOpachI-
BaeTcs 3a HEHAAOOHOCTBIO, U OCTATOK, KOTOPBIM U UCIIOAB3YeTCs B Ka4eCTBe KOHTPOAB-
HOU CyMMBI. PacueT 3akoHYeH.

Kak npaBuaO, KOHTPOABHASA CyMMa AOOABASIETCS K COOOIIEHNIO U BMeCTe C HUM Ile-
peaaeTcd II0 KaHaAaM CB43U. B HaleM caydae OyAeT ITepepaHO CAeAYIollee COOOIIeHre:
11010110111110.

Ha pApyroM KOHIle KaHara IPUEMHUK MOJKET CAEAATh OAHO U3 PAaBHOILIEHHBIX AeMCTBUM:

1. BEIAGAUTH TEKCT COOCTBEHHO COOOIEHMS, BBIYUCAUTH AAS HErO KOHTPOABHYIO

CyMMYy (He 3a0BIB IIPU 3TOM AOIIOAHUTH cooOIneHrue W OuTamMu), 1 CpaBHUTEH ee C
mepeAaHHOM.

2. BEIYMCAUTE KOHTPOABHYIO CYMMY AASI BCErO IIEPEAAHHOTO coo01IeHus (0e3 po0aB-

A€HUS HyA€eH), ¥ IOCMOTPETD, IIOAYYUTCSI AU B PE3YAbTAaTE HyA€BOU OCTATOK.

O0a 3Th BapuaHTa COBEPIIEHHO pPaBHOIIPaBHBEI. OAHAKO, B CAEAYIOIIEM pa3peAe Mbl
OyAeT paboTaTh CO BTOPBIM BAPUAHTOM, KOTOPOE SIBASETCSA MaTeMaTU4eCKu OoAee IIpa-
BUABHBIM.

Taxum o0paszoM, npu BeruucreHun CRC He0OXOAUMO BBIIIOAHUTE CAEAYIOIIVE ACHUCTBUS:

1. BeiOpats cTenenb noanHoMa W u noanHoMm G (cteneHu W).

2. ANo6aBUTH K coob1IeHnI0 W HyAeBbIX 6MTOB. HazoBeM moAyueHHYIO CTPOKY M.

3. Topeamm M' Ha G ¢ ucnoab3zoBanueM npaBua CRC-apudgmetuku. [ToAyueHHBIN

OCTATOK U OyAeT KOHTPOABHOU CYMMOMU.

Bor u BcCe!
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7. BblOOp nonMHOMa

Bribop moAMHOMa 4eM-TO CPOAHU YEepPHOU Marvu, U YMTaTeAb OTChIAAETCS K paboTe
[Tanenbaum81] (cTp.130-132), rae 3TOT BOIIPOC OOCY>RKAAETCSI OUEeHB ITIOAPOOHO. Llean xe
AQHHOI'O pa3jAeAa COCTOUT AMIIB B TOM, YTOOBI 3aIlyraTh AO CMEPTHU AIOOO0TO, KTO 3aX0UeT
33AAThC UAEEN CO3paHUs COOCTBEHHOrO NoAMHOMaA. Ecam xe Bac He mHTepecyer, 110-
yeMy OAMH IIOAWHOM AYYIlle APYTOro, ¥ BBl AMIIIb XOTUTE COCTaBUTh BBICOKOCKOPOCTHYIO
pearn3aliio aATOPUTMa, TO BbIOepUTe cebe OAWH K3 MEePEeUYrCAEHHBIX B KOHIIE CTaTbHU
IIOAMHOMOB U IIPOCTO IIEePENUAUTE K CAEAYIOIIEMY PA3AEAY.

Bo-1iepBbIX, HAAO OTMETHUTD, YTO IIepepaHHOoe coolIeHre T IBASIeTCS TPOU3BEACHUEM
noArMHOMa. UTOOBI MOHATH 3TO, OOpaTUTEe BHUMaHUe, 4To 1) mocaepnre W OUT cOOOIIeHUS
— 3TO OCTATOK OT AEA€HUS AOIIOAHEHHOI'O HyASIMU UCXOAHOTO COOOIeHUs (IIOMHUTE?) Ha
BBIOPAHHBIU [IOAVHOM, U 2) CAOJKEHUE PABHOCHUABHO BBIUMTAHMIO, IIO3TOMY IIPHOABAEHUE
OCTaTKa AOIOAHSIET 3HaUueHHe COOOIIEHUS AO CAEAYIOIIETO IIOAHOTO IIPOU3BepAeHud. Te-
Iepb CMOTPUTE, €CAU COOOIIIeHNe IIpU Nepepade OBIAO MOBPEKAEHO, TO MBI IIOAYUUM CO-
oomenue TOE, rae E — aTo BekTOp o1mudKy, a '@ — 310 CRC-CcAOKeHUE (MAU OTlepaliis
XOR). T'loayuuB cooOmenue, npueMHUK AeAuT TOE Ha G. Tak kak T mod G = 0, (T@®E)
mod G = E mod G. CaepoBaTeAbHO, KQUECTBO MOAMHOMA, KOTOPBIU Mbl BEIOMpPAEM AAS
IlepexBaTa HEKOTOPBIX OIPEAEAEHHBIX BHAOB OIINOOK, OYAET OIIPEAEASITHCS HAaOOPOM
npousBepeHn G, Tak Kak B CAy4ae, KOraa E Takoke aBasgeTcsa npousBepeHueM G, Takas
olmnOKa BeIsIBAE€HA He OypeT. CAepOBaTEABHO, HAllla 33Aa4a COCTOUT B TOM, YTOOBI HAUTHU
TaKue KAacchl G, IpoU3BeAeHUsI KOTOPHIX OYAYT KaK MOYKHO MEHBIIIe IIOXO0KU Ha IITyMbI B
KaHaAe IIepepaud (KOTOpPBIe M BBI3BIBAIOT IIOBPEXKAEHUE COOOIIeHus). AaBaliTe pacCMOT-
PHUM, KaKye THUIIBI ITYMOB B KaHaA€e IIepeAauy Mbl MOKEM O’KUAATh.

OapHoOOUTOBBIE OMIMOKKU. OmmOKa Takoro popa o3HaudaeT, 9yTo E=1000...0000. Mmsl
MO>KeM rapaHTHUPOBATh, YTO OLIMOKHU 3TOTO KAACCa BCcerpa OyAeT pacllO3HAaHBI IIPU YCAO-
BuH, uTO B G 110 KpalHel Mepe 2 61Ta yCTaHOBAEHHI B "'1". AroO6oe mpoussepeHue G Mo-
>KeT OBITh CKOHCTPYMPOBAHO OIlepaliisiMU CABUTA U CAOJKEHHUS, U, B TOKe BpeMs, HeBO3-
MOJKHO IIOAYYUTH 3HaueHHe C | eAMHWYHBIM OUTOM CABUTASA W CKAAABIBAS BEAMUYUHY,
UMeIOIYI0 OOoAree | eAMHUYHOTO OUTa, TAK KaK B pe3yAbTaTe BCEerpd OyAET IIPUCYTCTBO-
BaTh 10 KpalHel Mmepe 2 OuTa.

AByxOuTOBbBIEe OIIMOKU. AN OOHaApyKeHus ArOOBIX omrOoK Braa 100...000100...000 (To
eCTb KOraa E copepsKuUT 110 KpariHed Mepe 2 eAMHUYHBIX OUTa) HEOOXOAMMO BBIOPATh TaKOe
G, KoTopble Obl He uMeAo MHOXKUTeAer 11, 101, 1001, 10001, u Tak panee. MHe He cOBceM
sICHO, KaK 3TOT'O MO>XHO AOCTUTHYTH (y MeHS HeT 3a IIAeYaMH YMCTO MaTeMaTU4eCcKoro oopa-
30BaHud), OAHAKO, Tanenbaum yBepseT, YTO TakKue IIOAMHOMBI AOAJKHBI CYII€CTBOBAThH, U
MIPUBOAUT B KaUeCTBe IpUMepPa MOAMHOM C EAMHUYHBIMM OUTaMu B Tto3uliugax 15, 14 u 1, Ko-
TOPBIN HEe MOJKET OBITb ACAUTEAEM HU OAHO umcAa MeHsIte 1...1, rae "..." 32767 Hyael.

OmuoOKY ¢ HeYEeTHBIM KOANYECTBO OUT. MBI MOXKET IIepexXBaTUTh AFOObIE IIOBPEKAL-
HUd, Korpa E nMeeT HeueTHOE YUCAO OUT, BBIOpaB MTOAMHOM G TaKuM, 4YTOOBI OH UMEA YeT-
HOe KOAMYEeCTBO OUT. YUTOOBI ITOHATE 3TO, OOparuTe BHUMaHue Ha To, yTo 1) CRC-ymHO-
JKeHme saBAsieTcs npocToi omnepaler XOR ITOCTOSHHOTO PETUCTPOBOrO 3HAUYEHMS C pas-
AMYHBIMU cMellleHusaMy; 2) XOR — 3TO Bcero HaBcero orneparnus IepekKAIYeHns OUTOB;
u 3) ecau Boel mpumMmeHsieTe B peructpe omnepanuio XOR K BeAnurHe ¢ 4eTHBIM YUCAOM Ou-
TOB, YeTHOCTh KOAMYECTBA EAMHUYHbIE OMTOB B PETrUCTPe OCTaHeTCs Hen3MeHHOU. Ha-
mpuMep, HauHeM ¢ E= 111 u monbiTaemcst cOpocuth Bce 3 6uta B '0" MoCAeAOBaTEABHBIM
BeITOAHeHUeM oreparnuu XOR ¢ BeanunHou 11 ¥ OAHUM U3 2 BApUAHTOB CABUTOB (TO
ectb, 'E=E XOR 011" u "E=E XOR 110"). 3To aHaAOTHMYHO 3aAave O MepeBepPThLIBAHUN
CTaKaHOB, KOTAQ 3@ OAHO A€UCTBHE MOKHO IIepeBepPHYTh OAHOBPEMEHHO AIOOBIE ABa CTa-
KaHa. boapmmHCcTBO nonyadapHbBIX CRC-IIOAMHOMOB COAEPIKAT YETHOE KOAMUYECTBO €AU-
HUYHBIX OUTOB. (3ameuaHue: Tanenbaum Tak>ke yTBEpP>KAAET, UTO BCE OLIMOKU C HEUYEeT-
HBIM KOAMYECTBOM OUTOB MOI'YT OBITH BBIIBAEHEI, €CAU B KauecTBe G BBIOpATh IIPOU3BE-
AeHue 11.)
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ITakeTtHbie omnOKu. [lakeTHas ommoOKa BRITAIAUT Kak E=000...000111...11110000...00,
TO ecTb E cocTOUT 13 HyAel 3a UCKAIOUEHUEM I'PYIIIBL EAVHUI] TAE-TO B CepeprHe. JTY Be-
AWYMHY MOXHO npeoOpasosars B E=(10000...00)(1111111...111), rae uMeeTca z HyAeU B
A€BOM YaCTH U N €AVHUI] B IPAaBOU. AAS BBIIBAEHUS 3THUX OIIMOOK HaM HEOOXOAUMO yCTa-
HOBUTBH MAaAInM OuT G B 1. [Ipu 3ToM HEOOXOAUMO, YTOOBI A€Basi 4aCTh He ObIAa MHOXKU-
TeneM G. Ilpu aTom Beceraa, noka G mmpe mpaBoM 4acTH, OIIMOKA BCerpa OyAeT paclio3Ha-
Ha. Boaee ueTkoe 0OBsCHEHUE 5TOrO sIBA€HUA UIUTe y Tanenbaum, g J)Ke 3aTPYAHSAIOCH
3TO cperaTtb. Kpome toro, Tanenbaum yBepsieT, 4TO BEpPOATHOCTH MAKETHOM OIIUOKU C
IIIUPUHOM, 6oABIIel ueM W, paBHa (0.5)".

Ha 3TOM MBI 3aBepIINUM pa3Aen, MOCBAIIEeHHBINM NCKYCCTBY BBIOOPa IIOAMHOMOB.

[TpuBeAy HECKOABKO IOITYASIPHBIX IIOAMHOMOB:

16-6utHbie: (16,12,5,0) [cTaHpapT "X25"]
(16,15,2,0) ["CRC-16"]
32-outHnle: (32,26,23,22,16,12,11,10,8,7,5,4,2,1,0) [Ethernet]

8. MNpamas peanusauna CRC

Ha sTOM Teopusa 3aKaHUMBAETCS; Telepb MBI 3aUMeMCSl pearru3allied aATOpuTMaA.
AAsl Hadyana pacCMOTPUM aOCOAIOTHO NPUMUTHUBHYIO MAAO3I(P(PEKTUBHYIO PEAAU3ALINIO
aarropuTMa "B AOO", HEe TTOAB3YSICh AAST YCKOPEHUST BBIYUCACHUY HUKAaKUMU TPIOKaMU. 3a-
TeM IIOCTeIIeHHO MBI OyAeT IIpeoOpa30BEIBATh HAITY IPOIPaMMy AO TeX IIOp, IIOKa He II0-
AYYUM TOT KOMIAKTHBINM TAOAMYHBIN KOA, KOTOPBIM HaM BCEM M3BECTEH, U KOTOPHIU MHO-
rHe U3 HaC XOTeAU ObI ITOHATh.

Ho crayana HaM HeOOXOAWMO CO3AATh IIporpaMmy, BeIIOAHSMOIIYI0 CRC-penenHme.
CylLiecTBYIOT IO KpariHel Mepe 2 IPUYUHB], 110 KOTOPBIM MBI HE MOJKEM HCIIOAB30BaTh
OOBIYHBIE MAIIWHHBIE WHCTPYKIUM AEA€HUS, UMeIoIIMecs Ha HAUIUX KOMIIBIOTepax.
[TepBas, MBI AOAKHBI BBITTIOAHATH olleparnuio 1o npaBuraM CRC-apudmetuku. Bropas
>Ke COCTOUT B TOM, UYTO AEAMMOE MOYKeT UMeThb pa3Mep B AeCATKU MerabauToB, a COBpe-
MeHHbIe IIPOI[eCCOPHl He UMEIOT TaKUX PETUCTPOB.

Wrtak, npu BeimoAHeHUs onepaiiuu CRC-pAeareHUsT MBI OyAeT "CKapMAMBATBL Hallle CO-
oOmeHue peructpy. Ha 3TOM 3Tare padpabOTKM MBI ITIOCTapaeMcs 00OpaliaTbCsa C HAIIKU-
MU A@HHBIMU aOCOAIOTHO TOYHO. BO BCeX MOCAEAYIOIINX IIpUMepax B KauecTBe CcOoO0Ie-
HUS pacCMaTPUBAETCS IIOTOK OAUTOB II0 8 OUTOB KaKABIN, U3 KOTOPBIX 71 OUT OyAEeT Cum-
TaTbCSA CaMbIM 3Ha4aluM OWUTOM. [IOTOK OUTOB, MOAYYEHHBINM U3 3TUX OAWUTOB, OYAET
nepeaAaBaThCs, HAUWHAA C 7 OUTa, U 3aKaHuuBasag 0 OMTOM mepBOTO OANTa, 3aTEM BTOPOTO
U Tak AaAee.

[ToMHS 00 3THX COTAAMIEHUSAX, MBI TeIePb MOKET KPaTKO OOpHCOBATh CaM aATOPUTM
CRC-penenuda. Andg npuMepa BO3bMeM ITIOAMHOM 41 cTrenieHu (W =4), 1 IyCTb 3TUM IIO-
AanHOMOM Oypaer 10111, B TakoM cAay4dae AAS BBIIIOAHEHUS AGA€HUS HAM IIOTpedyercs
4-OUTHBIN PETUCTP.

3 2 1 0 BHTEI
I ST SR AP

BEIOBHUTaeMsIHE <- - | | | | | <----- BEIpOBHEHHOE COOOIEeHHe
ouT! +---F---t----- -+

1 0 1 1 1 = TIOJIMHOM

(HamoMHIO: BEIDOBHEHHOE COOOIIeHMe - 3TO Hallla MCXOAHAs MOCAEAOBATEABHOCTD,
AOIIOAHeHHass W HyAeBBIMU OUTaMU. )
AeneHre BBIIIOAHAETCSA CACAYIOIUM CIIOCOOOM:
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3arpysuM perucTp HynesbMU OUTaMu
JlononHuM XBOCTOBYIO 4acTb coobueHus W HynesbiMu BuTaMu
While (noka eme ecTb HeobpaboTaHHbe OUTHI)
Begin
CoBuMHeM perucTp Ha 1 6UT BNEBO U NMOMECTUM O4YepepdHOM
ewe He obpaboTaHHbit 6MT M3 coobuweHns B 0 no3uumio perucTpa.
If (u3 perucTtpa Obin BbABUHYT OUT co 3Ha4yeHueMm "1™)
Peructp = Peructp XOR MonuHom
End
Tenepb B perucTpe COOEpPXUTCH 0CTATOK

(3ameuanue: Ha npakTtuke ycaoBue IF MokeT OBITH IPOTECTUPOBAHO IIO COAEPIKa-
HUIO CTaplIero OUTa perucTpa A0 BBIIIOAHEHMS OllepPalluy CABUTA.)

HazoBeM Takyio peaan3anuio "pocTou .

OTO MOJKeT IMOKAa3aThCsl HEMHOT'O CTPAHHBIM, HO (DAKTUYECKU BCE, YTO MBI BBIIIOAHS-
AY, OBIAO OIlepalusIMU BBIUUTAHUSA ITIOAMHOMA B PAa3AUYHBIX CTEIeHAX (UTO AOCTUTaAOCh
olepalmugaMy CABUTa) U3 UCXOAHOTO COOOIIEHUS A0 TeX IIOP, IIOKa B pe3yAbTaTe y HAaC He
OCTaAOCh HUYEro, KpoMe ocrtarka. Ecau Bam 3TO He coBceM SICHO, TO BBIIIOAHUTE 3Ty
oIlepalyio 'B Py4YHYIO" C YMCAAMHU.

KpomMme Toro, Bel AOAKHEI 4eTKO YSICHUTH Ce0e, YTO 3TOT aATOPUTM MOJKET paboTaTs C
IIOAMHOMOM AKOOOM cTenneHn W.

9. Peanusauua TabnnyHoro anropurma

PaccMoOTpeHHBIN BhHIIIE "TIPOCTOM" aATOPUTM SBASIETCSI XOPOIIIel OTIIPaBHONM TOYKOM,
TaK KaK OH HENOCPEACTBEHHO CBfA3aH C TEOpUEM, U IOTOMY, YTO OH AENUCTBUTEABHO
npocT. OAHAKO, BCAEACTBHE TOTO, UTO OH pabOTaeT Ha ypPOBHe OUTOB, €ro AOCTAaTOYHO
TPYAHO 3aKOAUPOBATh (pake B C), a 3ap(PeKTUBHOCTDL ero padOThl HU3KA, BECh IIUKA BBI-
MIOAHSETCS MO0 KaXAOMy OUTy. AAd YBEeAWYEHHS CKOPOCTU pabOTBl HaM HEOOXOAMMO
HAUTHU CIIOCOO 3aCTaBUTh aATOPUTM pabOTaTh C OAOKaMU, OOABIIUMU YeM OUT. TakKumu
OAOKaMH MOTYT OBITH IOAYOQUTHI (4 OuTa), O6auTel, (8 OUT), croBa (16 OUT) U AAMHHBIE
cAoBa (32 6uTa), U pake O0oAee AMAUHHBIE PparMeHThbl, €CAU Mbl TOABKO CMOYKeM C HUMU
cupaBuTbcd. C moaybOaWTaMM Aydllle He CBA3BIBATHCS, TAK KaK OHM He BBIPOBHEHBI Ha
rpaHuIly 6aura. AAsd yBEeAMUYEHUS CKOPOCTU PAOOTHL IIPOIPAaMMBI HAM HEOOXOAUMO, YTO-
Obl MHQPOPMAIIMOHHBIE OAOKM OBIAM BBIPOBHEHBI Ha I'paHUIy 0OanTa, U, (paKTHUUeCKH,
OOABIINHCTBO TAOAMYHBIX AATOPUTMOB OIIEPUPYIOT 3@ OAMH [JUKA UMEHHO C OANUTOM.

AAS TPOCTOTHI OOCYKAEHUS AaBaUTe NeperpeM OT 4-OMTHOTO TIOAWMHOMA K 32-OUTHOMY.
Ham perunctp OyapeT BBEITASAETH TOYHO TAK’Ke, KaK U paHee, C TOU AWIIb PAa3HUIEN, 4TO
JYEeUKU Tellepb IIPEACTABASIOT He OUTHI, @ OANTHI, @ HOAMHOM OYAET COCTOSATh U3 33 OUTOB
(opMH OApPa3yMeBaeMbI¥ eAMHUYHBIN OUT U 32 "akTUBHBIX ' O6muTa) (W =32).

3 2 1 0 Ba#TH
R S e it
BrigBHUIr aeMmsle <-- | | | | | <----- BEIpOBHEHHOE COOOIEeHHe
OUTEI D L RIS i
1l<----32 Gura---->

MEI Bce ellle MOKeM BOCIIOAB30BAThCSl 'MIPOCTBIM' aATOPUTMOM. AaBaiiTe MOCMOT-
pUM, UTO OH AeAaeT. [IpeAlloAOKUM, YTO aATOPUTM IIOAHOCTBIO IIepepAeAaH Ha paboTy C
OaiTamMy, a ctapinue 8 6uT 32-0MTOBOrO perucrpa (3 0alT) UMEIOT 3HaUeHUe:

t7 t6 t5 t4 t3 t2 tl t0



14 9. Peaausauus mabAudHOro aAropummda

Bo BpeMsi ouepeaHOro IIMKAA 'TPOCTOr0" aATOpUTMa 3HaueHue 't7" onpepenseT, Oy-
AeT AU BBITIOAHeHa omepanus "Mckatouatoinee VA" (XOR) moaAmHOMa BO BCeM COAEp-
SKUMBIM peTucTpa. Ecam okaxkeTcst, 4To t7=1, TO omeparysi BLIITOAHSIETCS, B TPOTUBHOM
CAy4ae OHa OypeT mponyleHa. [IpeallonoXuM Takyke, 4TO CcTapiive 8 OUT OAWMHOMA
UMeIOT 3HaueHud g7 g6..g0, TOrAQ K CAEAYIOUIEMY IIUKAY CTaplInil OauT OyAeT UMeTh
CAeAyIOIlee COAEPIKUMOE:!

t6 t5 t4 t3 t2 tl1l t0 27

® [HarmoMu0o: @D o3HauaeT XOR]
t7 * (g7 g6 g5 g4 g3 g2 gl g0)

"HoBbIil" cTapiimii OUT (KOTOPBIM OYAET OIPEAEAITh, UTO IIPOU3OMAET B CAEAYIOIIEM
ITUKA€E) Tenlepb UMeeT 3HaueHne t6 @ t7*g7. OOpaTuTe BHUMaHUeE, YTO C MH(pOpMaIMoH-

HOU TOYKU 3PEHUS BCE, UYTO TPeOYeTCs A BEIYMCAEHUS 3HaUeHUsT 'HOBOTO' CTapllero OuTa,
COAEP>KUTCS B 2 CTapIINX OUTaX MUCXOAHOTO cTapiiero 0aiita. TOUHO Tak>Ke, 'CAEAYIOIMINN "
CTapIIUK OUT MOKeT ObITh 3apaHee BIYUCAEH, UCXOAA UX 3 cTaplIiux OMToB t7, t6 mth5. B
0o0IlleM CAy4Yae BEAWUYMHY CTapllero OUTa perucrpa Ha K-IIMKAae MOXKHO BBIYHMCAUTH W3
k cTapmiux OUTOB perucrpa. AaBanTe 3aA€P>KUMCSI HEMHOI'O Ha 9TOM dTarle.

AOIIYCTUM, YTO MBI MCIIOAB3yeM CTapline 8 OUT perucrpa AAI pacyeTa 3HAYeHUS
cTapliero Oura perucrpa Ha 8M nukae. [IpeaAlIonORXUM, UTO CAeAyrOIIHe 8 IIMKAOB MBI
BBIIIOAHSIEM, UCIIOAB3Y$S IIPEABBIYMCAEHHBIE 3HAUEHUS (KOTOPBIe MOJKHO 3aIlMCaTh B OA-
HOOAUTOBBIN PETUCTP U BBIABUTATh U3 HETO IIOCAEAOBATEABHO IIO 1 6uTy). Toraa Mbl MO-
JKeT 3aMeTUTh 3 Belllu:

1. BeanunHa crapirero 6auTa perucrpa Tenepb He OyAeT UMETh AA HAaC HUKAKOTO
3HaueHud. He OypeT nMeTh 3HaUe€HUS, CKOABKO Pa3 ¥ C KAKMM CABHUTOM IIOAMHOMaA
OyAeT BeIITOAHeHa onepanusa XOR, Tak Kak Bce OUTHI TaK UAU UHa4e OYAYT BBIABU-
HYTBI U3 IPABOU YaCTU PETUCTPA 3a IIOCAEAYIOIIVe 8 [TUKAOB.

2. Bce ocTtaBmmecs OUTHI peTUCTPa OKAKYTCS CABUHYTHI BAEBO Ha | ITO3UIUIO, & CAMBIU
IIPaBbIM OAUT perucTpa OyAeT IepeABUHYT B O3UIIMIO CAEAYIOIIEro OalTa AeBee ero.

3. 1, HakoHell, B IIpoIjecce BCEro 3TOTO PErUCTP OKA’KeTCsl IIOABEPTHYT CEPUM Olle-
panuit XOR B COOTBETCTBUU C 3HQUEHUSIMU OUTOB IIPEABBIUNMCAEHHOTO YIIPABASIO-
nrero 6amra.

Tenepb paccMOTPUM BAMSHME Ha peructp omnepanuit XOR ¢ TOCTOSHHON BEAUYUHOM

IIpU pa3HbIX cABUrax. Hanpumep:

0100010 permcTp

...0110 XOR
..0110. XOR
0110... XOR
0011000

W3 3TOro nmpumepa MOKHO CAEAATh CAEAVIOIIWM BBIBOA: IIPU BBIIIOAHEHUHN OIlepalluu
XOR perucrpa ¢ NOCTOSTHHOU BEAVUUYMHOM IIPU PA3AWYHBIX €€ CABUTAX BCeraa OyAeT Cylie-
CTBOBATh HEKOTOpOEe 3HaueHue, KOTOpOoe NpU NPUMEeHEHWHU Olepalluy ' MCKAIoYalollee
MAN" c ucXopHOM BEAUYUHOM PETUCTPa AACT HaM TOT JKe CaMbIN Pe3yAbTaT.

Bo3Mo>kHO, y Bac y>Xe nogBUAach UAes, KaK YCKOPUTDH 3TOT aarTopUTM. CAOKUB BCe
BMeCTe, [IOAyYaeM:
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While (coobueHne nonHocTblo He 06paboTaHo)

Begin
MpoBepuM cTapuuit GainT perucTtpa
PaccuuTaeM Ha ero OCHOBE KOHTPONbHbIA OaiT
OcHOBLIBasiCb Ha 3HAa4YeHMM KOHTPONbHOro 6GaiTa,

BbINOMHMM onepauui XOR Hawero nosnHOMa C pas3AWYHbLIMK CMEWEeHUSIMU

CoBuHeM perucTp Ha oauMH 6GaiT BneBo, [0GaBMB cnpaBa HOBbi 6aUT M3 coobueHus
BoinonHum onepauuio XOR copepXuMoro peructpa C CYMMUPOBAHHLIM MOMHOMOM

End

[MToka y Hac IOAYYUAOCH He AyUllle, 4eM B CAydae 'mpocToro” aaroputma. OKasbiBa-
eTCsl, OAHAKO, YTO OOABIITYIO YaCTh BRIUMCACHUM MOJKHO IIPOBECTU 3apaHee, a pe3yAbTa-
TBI COOPATh B TaOAUILY. TOrpa IIOAYYUM:

While (coobueHne nonHocTblo He 06paboTaHo)
Begin
Top = Ctapuwmii_6aiT(Register);
Register = (Register << 24) | Hoswnii_6aiT_coobueHus;
Register = Register XOR PaccuuTaHHaa_tabnuual[Top];
End

Bor Ttak! Ecam Bam 3TO mOHATHO, TO BEI IOHAAM 1 OCHOBHYIO MAET TAOAMYHOTO AATO-
putma pacueta CRC. 910 oueHb 3(pPEKTUBHEBIN AATOPUTM, TPEOYIOIINY TOABKO Ollepanui
caBura, OR, XOR, a Tak)Ke oneparyu moucka B Tabauile. ['papruecku OH BBITASIAWT TakK.

3 2 1 0 banThl

T EEEEE EEE S

+----- <] | | | | <==---- BuipoBHEHHOE coobueHue

| T EEEEE EEE S

| -

I I

| XOR

I I

| O+---=t----4---—t----+ Anroputm

v T e TP T

I R e Eifuinint il 1. CpBur peructpa Bneeo Ha 1 6aiT

I L il bt Slaebt W LOMONHEHWe perucTpa cnpasa

I R e Eifuinint il HOBbIM 6aNTOM M3 COOOWEHMS .

| B e e ik 2. baiT, BHABUHYTHIA W3 perucTpa,

I L e ittt 4 Mcnonb3yeTcs B KavyecTBe MHAeKca

- D Sniniink dnkiatels Attt Sttt B Tabnuue 256 32-6UTHLIX 3HAYEHWIA.
B L ininitt sellt 3. Onepauns XOR TabnuyHOro 3Ha4veHus
s e e it C COJEepXuMbIM perucTpa.
R e it 4. Ecnn coobueHWe [O KOHLA
L ittt Sttt 4 He obpaboTaHo, BepHyTbCA K 1 wary.

256+---—4-—-—+--——4----+

Ha a3b1ke C 3TO BBITASIAUT CAEAYIOIIUM 00Pa30M:

r=0;
while (len--)
{
byte t = (r >> 24) & OxFF;
r=(r << 8) | *p++;
r~=table[t];
}
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rae len - 3TO AAMHA BEIDOBHEHHOTO COOOIIeHUs B 6alTaX, p - YKa3aTeAb Ha 3TO COOOIIe-
HUe, T - PETUCTP, t - BpeMeHHas nepeMeHHas, a table - 9To 3apaHee paccuyUTaHHAasA Tab-
AWIIa 3HaYEeHUH. DTOT KOA MOJKHO 3alHCaTh KOpPoUe, ITPaBAA OH CTaHEeT MeHee MTOHSTeH:

r=0; while (len--) r = ((r << 8) | =p++) ~ table[(r >> 24) & OxFFI;

OTO OYeHb YeTKUU U 3(PpPEKTUBHBIN [TUKA, XOTI CAYYaHOMY 3PUTEAIO OH Ka’keTCs He
BrimchIBarorumcs B Teopuio CRC. YcAoBUMCS Ha3BIBATL €70 ' [TaOAMUYHBIM ' @aATOPUTMOM.

10. Cnerka npeo0Opa30BaHHbIV TAOJINYHBIA aNrOPUTM

HecMmoTps Ha AaKOHUYHOCTH CTPOKU

r=0; while (len--) r = ((r << 8) | =p++) ~ table[(r >> 24) & OxFFI;

AIOOUTEAM ONTUMM3AIIUU HEe OCTABAT ee B MoKoe. AeAO B TOM, UYTO 3TOT ITUKA paboTaeT C
BBIPOBHEHHBIM COOOIIEHUEM, TO €CTh AASI €TI0 MCIIOAB30BaHUS HaM HEOOXOAMMO AOIOA-
HUTH cooOIeHre W/8 HyAeBBIMU OaliTaMM IIpe’kAe, 4eM IlepeAaBaTh yKa3aTeAb aATo-
putMy. B 3aBUCHMOCTH OT OOCTAHOBKY 3TO MOJKET M HE COCTAaBUTH OOABIIONU IIPOOAEMHI,
OAHAKO, eCAr 00padaThIBaeMbIN OAOK AQHHBIX IIEPEAAEeTCsT HaM APYTOM IIPOIPpaMMOM, Ta-
KOe AOIMOAHEHHEe MOJKET OKa3aThbCs MpoOAeMaTUYHbIM. OAHUM U3 BapUAHTOB SIBASIETCS
IIPOCTOE AODABAEHME ITIOCAE OCHOBHOTI'O IIMKAA KOAQ, OOpadaThIBAIOIIEr0 HYAEBbIe OAUTHL:

for (i=0; i<W/8; i++) r = (r << 8) ~ table[(r >> 24) & OxFF];

AWYHO MHe 3TO pellleHre AOBOABHO pa3yMHBIM. OAHAKO, ITIOJKePTBOBAB AAS SICHOCTHU
IIPOCTOTOU AaATOpUTMa (KoTopas, Bel AOAKHBI 3TO NPU3HATH, BCEIAQ NPUCYIIA HAIIUM
PacCy>XKAE€HUSM), Telepb MBI MOJKET IIpeoOpa3oBaTh BCe TAKUM O0Opa3oM, 4TOOBI M30e-
KaTh ¥ HEOOXOAUMOCTHU AOIIOAHEHUSI COOOIeHNSI HyAeBBIMM OanTaMu, 1 0OpabOTKH Ka-
KAOTO AOIIOAHUTEABHOTO HYAEBOI'O OalTa B OTAEABHOCTHU. AASI IOSICHEHUS 3TOU BO3-
MO>KHOCTH BEPHEMCH K y>Ke pacCCMOTPEHHOU HaMU AarpamMmMe.

3 2 1 0 BbanThl

T EEEEE EEE S

+----- <] | | | | <==---- BuipoBHEHHOE coobueHue

| T EEEEE EEE S

| -

I I

| XOR

I I

| O+---=t----4---—t----+ Anroputm

v T e TP T

I R e Eifuinint il 1. CpBur peructpa Bneeo Ha 1 6aiT

I L il bt Slaebt W LOMONHEHWe perucTpa cnpa.a

I R e Eifuinint il HOBbIM 6aNTOM M3 COOOWEHMS .

| B e e ik 2. baiT, BHABUHYTHIA W3 perucTpa,

I L e ittt 4 Mcnonb3yeTcs B KayecTBe MHAeKca

- D Sniniink dnkiatels Attt Sttt B Tabnuue 256 32-6UTHLIX 3HA4YEHWIA.
e e et bl o 3. Onepauus XOR TaGnnM4yHOro 3Ha4YeHUS
s e e it C COJEepXuMbIM perucTpa.
R e it 4. Ecnn coobueHuWe [O KOHLA
L ittt Sttt 4 He obpaboTaHo, BepHyTbCA K 1 wary.

255+-———4-———f-———f---—+
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OO0cyArUM CHayana HEKOTOPBIE COCTaBHBIE YaCTH 00pPadaTEIBAEMOI'0 COOOIIIEeHUS.

XBOCT:

3aronOBOK:

W/8 AOIIOAHUTEABHBIX HYAEBBIX 0OalTa, KOTOpBIEe IMOSIBASIOTCS Ha IIO-
CAeAHeM dTarie paboOThl AATOPUTMA, YTOOBI OBITh BCTAaBAEHHBLIMHU B pe-
TUCTP IO Mepe 3aBepllieHruss o0paboTKU camMoro cooOieHusa. OAHAKO,
OHU (HyAHn!) He OKa3bIBAIOT KAKOI'0-AMOO BAMSIHHUSA HAa PErUCTP, TaK KakK
1) onepanusa XOR ¢ HyAeBBIM COAEP’KUMBIM HE MEHSET 3HAUYE€HUSA BTO-
poOro omepaHAd; 2) 3TU 4 HyAeBBIX OaliTa HUKOTAQ He BBIABHUTAIOTCH K3
A€BOU 4aCTU PErucTpa, TA€ UX COAEPKUMOe MOTAO OBl OKa3aTh XOThb Ka-
Koe-TO Bo3aenicTBre. CAepOBaTEABHO, EAVHCTBEHHOE Ha3HaUeHHe 3TUX
HYAEBBIX OAUTOB COCTOUT B TOM, YTOOBI IPOAAUTE PAOOTY aATOPUTMA Ha
W/8 ITUKAOB M MIO3BOAMTH KOHEUHBIM OatiTaM o6pabaThiBaeMOTro CO00-
IIIeHUs IIPOUTU Yepe3 BeCh PETUCTP.

Ecam ncxopHOE copepsKUMOe pernucTpa PaBHO HYAIO, TO HAYaAbHBIE 4 [TUKAQ
BCEr0 AMIIb 3arpy3uT INepBble 4 0alTa COOOIIEHUSA B PErUCTP, CABUTAs WX
CIIpaBa HAaAEBO. OTO IIPOUCXOAUT IIOTOMY, UTO IepBhIe 32 KOHTPOABHBIX OU-
Ta OyAyT PaBHBI HYAIO, CA€AOBATEABHO B pe3yAabTrare orepanun XOR coaep-
KMMO€ perucTpa MeHAThCA He OyAeT. B caydae JKe, KOTAQ B peruCTpe U3Ha-
YAABHO COAEPIKUTCS HEHyAeBOe 3HaueHUe, B IIpoljecce IepBhIX 4 ITMKAOB
BCe TaKKe OyAeT IIPOMCXOAUTH 3allOAHEHHe perucrpa 4 6ataMu cooOlle-
HUS C TIOCAeAytoIel onepariuert "Vckatouatoriee A" ¢ HEKOTOPBIM TIO-
CTOSHHBIM 3HaUeHHeM, KOTOpOe IIeAMKOM 3aBUCUT OT HAUYaAbHOTO COAEp-
>KMMOT'O PETUCTPA.

OTU PaKThl B COBOKYITHOCTHU C aCCOIMATUBHBIM CBOMCTBOM omepaliuu 'Vckaiouaro-
mee MAM" - (A xor B) xor C = A xor (B xor C) - 03HA4aroT, 4YTO OaiTaM oOpa-
0aThIBAEMOTO COOOIeHNS HeT HUKAaKOM HeOOXOAMMOCTH IIPOAUpPAThcs yepe3 W/8 Gaii-
TOB perucrpa. BMecTo 3TOro OHU MOTYT OBITH HEIIOCPEACTBEHHO CKOMOMHUPOBAHEI OIle-
panuu XOR co crapmmm 0alTOM perucrpa C UCIOAB30BAaHUEM Pe3yAbTaTa B KaueCTBe
TaOAMYHOIO MHAEKCA. MBI JKe ITOAyYaeM CAEAYIOIYIO MOAU(PUKAIUIO AATOPUATMA.

t-——-- <CoobueHne (He BbHPOBHEHHOE)

I

\ 2 1 0 banTn

| ket e

XOR--==<| | 1 | |

| ket e

| ~

I I

| XOR

| | AnropuTm
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v oottt 1. CpBur perucTpa Ha 1 Gant

| R ik il bk bbbt S BNEBO C 4TeHueM HoBoro 6aiTa

| et EEEEt S bt coobueHus .

| R e ataiink tblalnk & 2. XOR cTapwero 6aiTa, TONbKO

| R e bbbt bbbt § 4TO BbIABMHYTOrO U3 perucTpa,

| e & C HoBbIM 6aiiTOM CcoOOWeHus,

t----- D e L EEE LR 4TO faeT uHAeKc B Tabnuue
L il bt Sleebt ([0,255]).
LAttt Sl St S 3. XOR TabnuyHOro 3Ha4yeHus ¢
R R bk bt S COAEPXUMbHIM perucTpa.

Lttt sl s 4. Ecnu ewe ecTb 6anThl
255+--=-4---—t----t----% coobueHns, neperTn K wary 1.
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3ameyaHue: HauarbHOe 3HaUeHUE PErucTpa B AQHHOM CAy4Yae AOAJKHO OBITH TEM JKe
CaMBbIM, UYTO ¥ HaYaAbHOE 3H@UeHMEe PETUCTPA HPEABIAYIIErO aATOPUTMA,
nponylieHHoe 4 pa3a dyepe3 Tabauny. TabAwuIila ’)Ke TaKOBa, YTO €CAM
MPEABIAYIITUN aATOPUTM HUCIIOAB30BaA 0", TO 1 HOBBIM aATOPUTM TaKKe
OyAeT UCIIOAB30BATh 3TO Ke 3HaUeHNe.
OTH aATOPUTMBL UAEHTUYHBI, 1 OHU AQIOT UAEHTUYHBIE Pe3yAbTaThl. Kop Ha sa3bike C
BBITASIAUT CAEAYIOIIUM 00pa3oMm:

r=0; while (len--) r = (r<<8) ~ table[(r >> 24) "~ xp++];

U UMEHHO 3TOT KOA BbI ¢ HauOOABIIIeN BEpPOSITHOCTBIO HAMAETE B COBPEMEHHBIX peaAmn3a-
nusax TabAandHoro aaroputMma pacdera CRC. B HEKOTOPBIX CAyYasxX AASL OOABIIIEH ITepeHo-
CUMOCTHU KOA@ UCHOAB3YIOTCSI MacKu 'FF" u onepariun "AND", opHaKo, maest IMKAa coxpa-
HseTcsl. TakoM aATOPUTM MbI OyAEeT Ha3bIBaTh ' | IPAMBIM TaOAUYHBIM aATOPUTMOM .

Bo BpeMsi u3ydyeHHs BCEro 3TOTO MaTepuanad s IBITAACS COCTaBUTH IIPOCTOM aAro-
PUTM, a 3aTeM MOAYUUTH U3 Hero TabAUUYHYI0 Bepcuio. OAHAKO, KOTAA I CPaBHUA MOM KOA
C peanbHBIMU IIporpaMMamu BelunucAaeHuss CRC, TO OBIA COBEPIIEHHO COUT C TOAKY TeM,
yTO 6amnThl AAg oneparuu XOR mM3BAe€KaAUCH C IPOTUBOIIOAOKHOTO KOHIIA perucTpa.
[Tpolino HEKOTOPOEe BpeMs, TPeKAE UYeM S TIOHSIA, UTO MbI UCITOAB30BaAU OAVH U TOT JKe
arroputM. OAHOM M3 MPUYMH TOTO, TOYEMY 1 B3SIACS 3@ 3Ty CTaTbiO, OBIAO TO, UTO, XOTS
B3aMMOCBSI3b MEXXKAY Ollepaliiell AeA€HUS M MOUM IIPEABIAYIIIUM TaOAWYHBIM aATOPUT-
MOM XOTSI U CMYTHO, HO BCe >Ke IIPOCAEKMBAETCs, OHa COBEPIIIEHHO TepsieTcs, KoTAa Bhl
HauyMHaeTe BBITACKUBATH OAWTHI C 'HEITPABUABHOM' CTOPOHBI PErucTpa. Bce 3TO BBITAS-
AUT IIPOCTO aOCYypAHBIM!

Ecam Bel 3amam y>Ke CTOAb AQAEKO, UTO TIOHSIAM TE€OPHIO, MPAKTUUECKYIO peasmsa-
MO U ee ONTUMU3UPOBAHHBIM BapUaHT, TO MOMMeTe U pearbHBIM KOA, K KOTOPOMY MBI
CKOPO IteperipeM. MOTryT AU 3A€Ch TAUThCA Kakue-An00 crokHOoCcTU! OpAHAKO, MOTYT.

11. "3epkanbHbii” TaGNNYHbIA aNrOPUTM

HecmoTps Ha TO, 4TO IPUBEAEHHBIN BHIIIIE KOA OIITMMAA€H HaCTOABKO, HACKOABKO 3TO
TOABKO BO3MOKHO, TEM He MeHee BCerAa HalAeTCS HEKTO, KTO 3aX04eT YCAOKHUTH cebe
(1 ApyruM) >Ku3Hb. UTOOBI IIOHATH, IOYEMY 3TO MOJKET IIPOMU30UTH, HAM IIPUAETCA OOpa-
TUTCS K MUPY allllapaTHOTO OOeCIlIieueHus.

OnpepeneHne. 3HaueHUe (UAU PErUCTP) SIBAIETCS OTPakKeHHBIM (MAUM OOpallleH-
HBIM), €CAY BCe ero OUTHI IOMEHSIAUCH MeCTaMM OTHOCUTEABHO IleHTpa. Hampumep: 0101
aBasieTcs 4-OUTHBIM oTpakeHueM BeanduHEl 1010, a 0011 — 310 orpakenue 1100. Hy a
BeanmuynHa 0111-0101-1010-1111-0010-0101-1011-1100 siBAsieTCa OoTpa>keHHEM 3HAUYEeHUS
0011-1101-1010-0100-1111-0101-1010-1110.

[Toayunnock Tak, uTo UART (3TH aKKypaTHBIe MaAreHbKHE MUKPOCXeMBI, KOTOPhBIE
BBITIOAHSIOT Ollepaliiy IIOCAEAOBATEABHOTO BBOAA/BBIBOAA) MMEIOT IPUBBIUKY IIepeAd-
BaTh Ka’KABIU OaWT, HAUMHAas C HauMeHee 3Haydalllero outa (6uta 0), 1 3aKaHUYMBasA HaU-
OoAnee 3HAUYAIMM (OUTOM 7), T.e. B OOPAaTHOU — B 3€PKAABHOM ITOCAEAOBATEABHOCTHU. B
pe3yAbTaTe CIeIMaAMCTaM II0 alllapaTHOMY OOeCledYeHMIO, 3aHUMAIOIUMCS alrapart-
HBIM pacueToM CRC Ha ypoBHe OUTOB, IPUIIAOCH BBIOPATh TAKUE AATOPUTMEI, KOTOPBIE
paboTaroT C 3epPKAAbHO OTpa>kKeHHbIMU OaiTamMu. CaMu 0alThl 00pabaThIBAIOTCSI B CBOEM
€CTEeCTBEHHOM TTOPSIAKE, OAHAKO MX OUTHI OTPAaKeHbI OTHOCUTEABHO IleHTpa OanTa: ouTt 0
Tenepb CTAHOBUTCA OUTOM 7, OUT 1 — OMTOM O U Tak paree. He caepyeT cumrars, 94TO pa-
00Ta TaKUX aATOPUTMOB BO3MOJKHA TOABKO Ha allllapaTHOM ypoBHe. Ha KakoMm-To 3Tame
OHHU, II0O-BUAUMOMY, BBIIIAM Ha YPOBEHB IIPOrPaMM, ¥ KOMY-TO IIPUIIAOCE HAIIUCATh KOA,
KOTOPBIU MOT OB B3aUMOAENCTBOBATH C ANlIIapaTypPOU AOAJKHBIM OOPa30M.
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B Takou curyanuu Ar000M HOPMAABHBIU IIPOTPAMMUCT OOBIYHO IIPOCTO OOMEHUBAET
OUTBI KaXKAOTO OaMTHI ITepep ero o0paboTkou. OAHAKO, TaKOEe eCTeCTBEHHOE AENCTBUE
Ka’kKeTCsl COBEPIIEeHHO HeeCTeCTBEHHBIM B TOM II€epEeBEpPHYTOM MUPE, IIO3TOMY BMECTO
oOMeHa OUTOB AyYIlle OCTaBUTh UX B IIOKOE U MepPeBEepHYTh CaM MUP BOKPYI HUX, YTO
IIPUBOAUT HAC K "3€pKaAbHOMY aATOPUTMY', KOTOPBIM MAEHTUYEH TOABKO UYTO PacCMOT-
PEeHHOMY HaMU 3a UCKAIOUEHHEeM TOTrO, YTO B HEM BCe IepeBepHyTO KpoMe o0padaThl-
BaeMbIX OANTOB.

CoobueHne (He BLIPOBHEHHOE) >----- +
I
baitet 0 1 2 3 \%
R ek ETEE SR S |
I I I I | >----XOR
R ek ETEE SR S |
B I
I I
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ket e |
R ek ETEE SR S |
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ket e |
s T e S +
e e et e
R ek TETEE SR S
e e et e
R ek TETEE SR S
+----+--——+----4----+255
3aMeyaHud:

e Vcnoab3yercs Ta ke camasd TaOAMIIG, NIPaBAQ, COAEPIKUMOE Ka’KAOM ee IO3ULIUU

3epKaAbHO OOpallleHO OTHOCUTEABHO IJeHTPa IO3UIUN.

e Vcnoab3yeTcs TO JKe caMoe MCXOAHOe 3HaueHHe PeTUCTPa, TOABKO TaK >Ke OTpa-

SKeHHOe.

e BalThl coobIeHusT 00pabaThIBAIOTCSI B TOM JKe IIOPSAKe, UTO M paHbllle, TO eCTh

caMo COOOlIleHNe He IBASIeTCS 3€pPKAAbHBIM.

o Camu OaWTHI COOOIeHUSI He HY)KHO 3epPKaAbHO OTOOpaXkaTh, TaK KakK BCe OCTaAb-

HOe y’Ke OBIAO OTPa’kKeHO!

[To okOHYaHMHN BBIYMCAEHUM PErucTp OYAeT COAep>KaTh 3€epKaAbHOe OTpa’keHue Ko-
HeyHoro 3HaueHus CRC (octaTtok). Ha camoMm peae g 3aTPyAHSIOCH TOYHO CKa3aThb, UYTO
HaM C HUM AQABIIIe AeAaTh, TaK KakK, I0-BUAMMOMY, allllapaTHbIe PeaAr3aliii BEIYUCACHUS
CRC ucnoab3yroT UMEHHO 3TO 3epKaAbHOe 3HaueHHUe, CAEAOBATEABHO ero UCIIOAb30BaHUEe
SIBASIETCSI CIIDABEAAUBBIM. AOAKEH 3aMeTHUTh, UYTO IlepeBepThIBaHNe BCETO MUPA, BEPOST-
HO, IBASIETCSI KPAaCUBBIM MH KEHEPHBIM pellleHUeM, XOTSI U AOCTAaTOUHO SKCTpPaBaraHTHBIM.

Mg1 6yaeM Ha3bIBaTh 3TOT AATOPUTM ' 3epKaAbHBIM .

Hes3aBucumo oT TOro, UMeeT AU 3TO CMBICA UAU He UMeeT, CyllleCTBOBaHUE '3epPKaAb-
HOro" aaropuTMa B Mupe FTP caliToB MpUBOAUT K TOMY, YTO IIOAOBMHA peaAu3aliuil pac-
yeta CRC ucnoabsyer ero, a Apyras IOAOBUHA - HeT. A BOT 3TO y>Ke COBEpIIeHHO cOu-
BaeT C TOAKY. OcoOeHHO, MHe Ka’keTCsl, 4YTO CAy4YaUHBIM IOAb30BATEeAb, KOTOPHIM IIbITa-
eTCsl pa300paThCs C '3epKAAbHBIM' TaOAMYHBIM aATOPUTMOM C OariTaMu, oopabaThiBae-
MBIMU C "HeIPaBUABHOTO" KOHIIa He OYAEeT MMeTh HUKAKUX IIaHCOB, YTOOBI YBI3aTh KOA
IIPOTPaMMBI C TEOpHEl ABOUYHOI'O AEAEHUS II0 MOAYAIO 2.

Mory am 4 emre 60ablie cOuTh Bac ¢ Toaky? O, Aa, KOHEYHO, MOTy!
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12. "3epkKanbHbie” NOJINHOMBI

AAST TeX, KTO CUUTAET, UYTO '3€PKAABHOM' peaAn3alluyd aATOPUTMa He AOCTaTOYHO, CY-
LIeCTBYeT MHas UAes, KOTopass MOKeT COBCEM BBIOWUTH IIOYBY M3 MOA HOT. JTO HAes
"3epKaAbHBIX TTOAMHOMOB.

Kazanoch Obl, YTO 3epKaabHOE OTpa>keHue XOPOoIllero MOAMHOMAa TaKyKe AdeT B pe-
3yAbTaTe xopowmuit noanHoM! To ecTh, ecam 3HaueHue noanHoMa G=11101 aBagercsa
xXopowmuM ¢ Touku 3peHus pacyera CRC, to noannoM 10111 Takske OyAeT YAOBAETBOPSATH
HAIIUM yCAOBUSAM. Kak CAepCTBUe, KaKeTCs BEPOSTHBIM, YTO BCAKHUU pa3, KOTAa opra-
Hu3anusa (Hanpumep, takasg, kak CCITT) crarpapTU3UpyeT HEKUU XOPOIINM IIOAWHOM,
OCTAaAbHOU MUP He MOXKeT OCTaBUTh Oe3 BHUMAHUS ero 3epKaabHOe oTpakeHue. Ero
AOAJKHBI HCIIOAB30BaTh. B pe3yabTaTe HaOOpP CTAHAAPTHBIX IOAMHOMOB MMeeT COOTBET-
CTBYIOLIVM UM HaOOP 3€pPKAABHBIX OTPa’KeHUMN, KOTOPBINM TAK)Ke aKTUBHO HCIIOAB3YeTCH.
Bo uzbeskanve HepAOpa3yMeHUM OyAeM Ha3bIBaTh TaKVe IIOAMHOMEI "'3€pPKaAbHBIMU

X25 CTAQHAAPTHBIN: 1-0001-0000-0010-0001
X25 "3epKaAbHBIN 1-0000-1000-0001-0001
CRC16 cTaHAQPTHBIMN: 1-1000-0000-0000-0101
CRC16 "3epKanbHBIN ' 1-0100-0000-0000-0011

OOpaTuTe BHUMaHUE, UYTO 3AeCh OTpakaeTcs/o0palljaeTcss BeCh MOAMHOM LEANKOM,
a He TOABKO XBOCTOBble W OUTOB. ODTO BakKHOEe pa3Anume. B omucaHHOM B IPEABIAYIIEM
pasaene "3epKarbHOM' aATOPUTME HMCIIOAB30BAACS MTOAMHOM, KOTOPBIN (PAKTUYECKU OBIA
UAEHTUYEH ITIOAMHOMY OOBIYHOTO " He-3epPKAAbHOTO' aATOPUTMAE; UX pPa3Andue COCTOSIAO
AHIIIb B TOM, YTO 3€pKaAbHO OTPa’karOCh COAepPXKMMOe 0alToB. TOUYHO TaK)Ke AOAKHBI
OBIAM OBITH OTpPa’keHBI Bce 16/32-OMTHBIE BEeAMUYUHBI aATOpUTMa. HampoTuB, MOAHBIN
IIOAMHOM BKAIOUYAET B ce04 ellle OAMH CTapIINU II0OAPAa3yMeBaeMbl eAMHUYHBIN OUT, I10-
3TOMY 3epKaAbHOE OTpa’keHMe MMOAMHOMa — 3TO He TO Ke caMoe, YTO U OTpa’keHue ero
MAaAIINX 16 uAm 32 OuUT.

W3 aTOTO CAEAYyeT, UTO "3epKAAbHBIM AATOPUTM He dKBUBAAEHTEH HUCXOAHOMY aATro-
PUTMY C MCIOAB30BaHMEM '3epKaAbHOIO" IIOAMHOMaA. XOTs, Ha CaMOM AEAe, 3TO Ooaee
MIOHSITHO, YeM €CAU OBl OHU COOTBETCTBOBAAU OAUH APYTOMY.

Ecam Bam 4TO-TO BCe ellle He SICHO, TO He pacCTpanuBauTeCh, TAK KaK Mbl O4eHb CKOPO
AOMAEM AO PearbHBIX TpuMepoB. OCTaACs TOCAEAHUN pa3AeA.

13. HayanbHblie U KOHEeYHbIe 3HaYeHus

B poBepiieHue ko Bcemy Hamu BupeHHOMY, CRC-aATOPUTMEBI pa3ANYalOTCA ellle 110
2 MOMeHTaM:
e 110 HQUaABHOMY 3HAUYEHUIO PETUCTPA;
e II0 3HAUYEHUIO, KOTOpOoe KoMOuHupyeTrcs 110 XOR ¢ OKOHYATEABHBIM COAEPKUMBIM
perucrpa.
Hanpumep, aaroputm "CRC-32" mHuITMaAn3upyeT peructp 3HadyeHneM 0XFFFFFFFF u
BBITTOAHSIOT onleparyio XOR 0KOHUaTEABHOIO 3HaUEeHUS TaKyKe C BeAnunHoON 0XFFFFFFFF.

boapmnHcTBO CRC-aATOPUTMOB WHUIIMAAU3UPYIOT PETUCTP HYAEBBIM 3HAUE€HUEM,
OAHAKO HEKOTOPHIEe NIPEANIOYUTAIOT HEHYAEBOe. TeopeTnuecKH (KOTAQ He AeAaeTCsd HU-
KaKUX IIPEAIIOAOKEHUM OTHOCUTEABHO COAEP KaHMs COOOIeHUs) Ha4YaAbHOU 3HaYeHUe
He BAUSAeT Ha CTOMKOCTb CRC, OHO AWIIIB IBAIETCS TOUKOU OTCYETa, C KOTOPOU aATOPUTM
HaumHaeT padotaTb. OAHAKO, Ha MMPAKTHUKE HEKOTOPhIe COOOMIeHUs OOAee BEepPOSTHHI,
yeM ApPyTHe, ITIO3TOMY pa3yMHee OyAeT BbIOpATh TAKOE€ HAYaAbHOE 3HAYeHHE PEerucTpa,
KOTOpOe OBl He MMeAO "cAelbIxX maTeH”. [1op "cAaenmbIM HATHOM' MBI IOAPa3yMeBaeM Ta-
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KYIO IIOCA€AOBATEABHOCTE DAUTOB COOOIIEHUS], KOTOPHIE HE IIPUBOAAT K U3MEHEHUIO CO-
Aep>kuMoro perucrpa. B wacTtrHOCTH, ATOOBle CRC-aATOpPUTMBI, KOTOPBblE WHUIIMAAN3U-
PYIOT CBOM DErvucTp HYA€BBIM 3HaueHHEeM, OYAYT UMETh 'CAeloe ISATHO' B OTHOIIEHUU
HYA€eBBIX OANMTOB B HaUyaAe COOOIIIeHU ¥ He CMOTI'YT OIIeHUTh UX KOAMUYECTBO. A Tak Kak B
Hadane COOOIeHUs HyAeBble OauThl BCTPEUYAIOTCSA AOCTATOYHO 4acCTO, Pa3yMHee WHU-
OWAaAU3UPOBATh PETUCTP 3HAQUEHUEM, OTAMYHBIM OT HYAS.

14. NMonHoe onpeaeneHve anropurma

K nHacrosiieMy MOMEHTY Mbl 3aKOHYHUAU PAaCCMOTpPEHHE BCeX acCleKTOB TaOAMYHBIX
CRC-aaropuTMOB. B A@HHOM pa3peAe MbI ITOIIbLITAEMCS UX KAACCUPUITUPOBATh.

HNTak, CRC-aATOPUTMBI Pa3AMYaIOTCS TI0:

e CTeNeHU IIOAMHOMa;

e 3HAUYEHUIO ITOAMHOMa;

e HAYaABHOMY COAEP’KUMOMY PErucTpa;

e 00OpallaroTcs AU OUTHI Ka’KAOTO OamTa nmepea ux o0padbOTKOM;

e TpeOyeTcs AW "IIPOTAAKMBAThL OaUThI COOOIIEHUS Yepe3 PerucTp, AU OHU KOMOU-

HupYytoTcs 1o XOR ¢ copep>KUMBIM PErUCTPa, a 3aTeM AEAAEeTCs IIOKMCK B TaOAUIIE;

e HY>XHO AU OOpalllaTb KOHEYHBIN Pe3yAbTaT (KaK B '3€pKAAbHOM' BepCUN);

e 3HaYeHWUI0, KoTopoe KoMouHupyercs 1o XOR ¢ OKOHUaTEeABHBIM COAEPKUMBIM pe-

rUcTpa.

AAsT TOTO, YTOOBI B AAABHEUIIIEM TOBOPUTH 00 0COOeHHOCTAX pa3AndHbix CRC-aaro-
PUTMOB, HaM HEOOXOAUMO OIIPEAEAUTH BCE 3TU IIYHKTHL OOAee TOUHO. [lo aToM nprunHe
B CAEAYIOIIEM pa3pere OYAeT CAeAaHa IOIBbITKa COCTaBUTH MapaMeTpUUYeCcKyIO0 MOAEADb
CRC-anroput™Ma. B paabHeMIeM Ipu paCCMOTPEHUU YaCTHBIX PeaAr3aliuid Mbl CMOKEM
ITPOCTO OIIPEAEAUTEL €€ B TEPMHUHAX 3TON MOAEAM.

15. MNapameTpuyeckas mogenb CRC-anropntma

Cemuac MBI 3a¥iMeMCsI COCTaBA€HUEM TOYHOM napamerpudeckou mopean CRC-aaro-
PUTMa, KOTOPYIO, 3a HEMMEHUEM AYYIIero, Mel OyAeM Ha3bIBaTb MOAEABIO Rocksoft™ (a,
COOCTBEHHO, IT0YeMY OBl X HET?).

AaHHasg MOAEAb OyAeT pacCMOTPEHA UCKAIOYUTEABHO C TOYKU 3PEHUSA PYHKIMOHU-
POBaHUS, UTHOPUPYS IIPU 3TOM BCe AeTaAu pearm3anuid. OCHOBHOU IIeABIO OyAET CO3pa-
HUe crrocoba TOYHOTO OMUCAHUSA PAa3AUYHBIX YaCTHBIX aAropuTMOB CRC, BHe 3aBUCUMO-
CTU OT TOT'O, HACKOABKO CAOKHO OHM peaAn30BaHbl. C 3TOU TOUYKU 3PEHUST MOAEAD AOATK-
Ha OBITb HACTOABKO IIPOCTOM MW TOYHOM, HACKOABKO 3TO BO3MOJKHO, W IIPU 3TOM KakK
MO>XHO OOAee TIOHATHOM.

Mopeas CRC-aaropurma Rocksoft™ Gasupyercs Ha paCCMOTPEHHOM paHee IIPsIMOM
TaOAUYHOM anrropuTMe. OpAHAKO, 3TOT AaATOPUTM AOAKEH OBITh ITapaMeTpPHU30BaH Tak,
YTOOBI OTPa’kaTh HOBEAEHNE PAa3AUYHBIX PeaAbHBIX aATOPUTMOB.

AAsT QPYHKIIMOHUPOBAHMS aATOPUTMA B KaueCTBe '3epPKAaAbHOTO" A0OABUM ABE AOTHU-
YyeCKUe IepeMeHHbBIe: OAHY, OIIPEAEATIONIYIO OOpallleHre IOCTYNAIoInuX OAaUuTOB, a APY-
I'yI0, YKa3bIBAIOUIYIO, HY’KHO AW OOpaljaTh OKOHYATEABHOE 3HaYeHWe KOHTPOABHOM
cyMMbl. OTrpaHMYNBasi '3epKaAbHOCTE' aATOPUTMAa TOABKO TpaHC(opMaryel Ha BXOAE U
BBIXOAE, MBI HM30eraeM HEHY>KHOTO YCAOKHEHHUSI IPU PacCMOTPEHUHU '3epPKAAbHBIX U
"He-3epPKaAbHOTr0" aATOPUTMOB.

AOIIOAHUTEABHBIN IMapaMeTp IT03BOASIET UHUIIMAAM3UPOBATH PETUCTP HAYaAbHBIM
3HaueHUeM. Eije opMH napaMeTp yKa3blBaeT Ha HEOOXOAUMOCTH KOMOWHAIIUU COAEP-
KMMOTO PETruCcTpa C HEKOTOPBIM 3HaUEeHMEM IIepeA BhIAaUuell KOHEYHOI'O Pe3yAbTaTa.
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15. Ilapamempuueckasa mogeab CRC-aarropumma

OmnmuiieM Tenepsb BCe IapaMeTPhl MOAEAU:

Name:
Width:

Poly:

Init:

Refln:

RefOut:

XorOut:

Check:

OTO MM, IPUCBOEHHOE AQHHOMY aATOpUTMY. CTPOKOBOE 3HaUeHUe.
CreneHb aATOpUTMA, BBEIpa’KeHHasd B Ourax. OHa Bcerpa Ha €AUHUILY
MeHBbIIIe AAMHBI TIOAMHOMA, HO PaBHA ero CTeleH .

CoOCTBEHHO NOAWHOM. OTO OUTOBAs BEAWYMHAQ, KOTOPAs AAA YAOOCTBA
MO>KeT OBITh IIPeACTaBAeHa IIeCTHAAIIATePUYHBIM uncAoM. CTapiinil 6UT
IIpu 3TOM onryckaercsa. Hanpumep, ecan ucnoabsdyercsa noausoM 10110, To
oH obOo3HauaeTcs yucaoMm "06h". Ba>kHOW 0COOEHHOCTBIO AQHHOTO Tapa-
MeTpa SIBASIETCS TO, YTO OH BCETrAad MPEeACTaBAsIeT cOO0U HeoOpallleHHbIN
IIOAMHOM, MA@AIIIasl 4aCTh 3TOTO ITapaMeTpa BO BpeMsl BHIUMCAEHHUM BCeraAa
SIBASIETCS HauMMeHee 3HavallluMU OUTaMU AEAUTEAS BHe 3aBUCUMOCTU OT
TOTO, KAKOU — "3€pKaAbHBIM HUAU IPSIMON aATOPUTM MOAEAUPYETCSI.

OTOT TTapaMeTp OMPEeAeATeT UCXOAHOE COAEPKUMOE PeTucTpa Ha MOMEHT
3aIlyCKa BBIUMCAEHUM. VIMeHHO 3TO 3HaueHHe AOAJKHO OBITh 3aHECEeHO B
PETUCTp B IIPSAMOM TaOAMYHOM aATOpuUTMe. B mpuHIuiie, B TaOAUYHBIX aA-
TOPUTMaxX MBI BCErAd MOJKET CUUTATh, YTO PETUCTP UHUIIUAAU3UPYETCS
HyA€BBIM 3HAaUeHUWEM, a HauaabHOe 3HaueHue KomOumHupyercsa no XOR ¢
COAEP’RKMMBIM peructpa nocae N 1ukaa. AaHHBIN TapaMeTp yKa3bIBaeTcs
IITEeCTHAAIIQTEPUYHBIM YUCAOM.

Aorudeckuti mapameTp. Ecam oH umeet 3nHauenue "False" ("Aoxsb"), Oaui-
Thl COOOIIIeHUsT 00pabaThbIBAIOTCS, HAUWHAsA C 7 OMTa, KOTOPBIM CUMTAETCS
HauOoAee 3HAUAlllMM, a HauMeHee 3HavalnuMm cumrtaercs 6ut 0. Ecau na-
pameTp umeet 3HaueHme "True" ("MicTuHa'"), TO KaXKABIM OaUT mepep oopa-
OOTKOM oOpaIiaeTcs.

Aormueckuii napamerp. Ecau oH mMmeer 3HaueHue "False" ("Aoxnb"), TO
KOHEYHOe COAEPIKUMOe perucTpa cpasy IepeapaeTcs Ha cTrapuio XorOut, B
IIPOTMBHOM CAyYae, KOTAQ llapameTp nMeeT 3HaueHue 'True” ("Mcruna"),
COAEPIRKMMOE perucTpa obpalllaeTcsl Tepep Mepepadell Ha CAEAYIOUIYIO
CTAAWIO BEIUYMCACHUM.

W-6uTtHOe 3HaueHre, o003HauYaeMoe IeCTHAAIlaTepUIHBIM uncAoM. OHO
KOMOWHUPYETCSI C KOHEUHBIM COAEPKMMBIM perucrpa (IOCAe CTapAuu
RefOut), npexxape yeM OypeT NOAYYEHO OKOHYATEABHOE 3HaueHWe KOH-
TPOABHOU CYMMEI.

OTO TIOAE, COOCTBEHHO, He SBASIETCS YaCThIO OIIPEAEACHUST aATOPHUTMa, U, B
CAy4Yae TTPOTHMBOPEUMSI C HUM IIPEAIIECTBYIOIIUX IIapaMeTpPOB, UMEHHO 3TU
MIPEABIAYIIIYE TTapaMeTphl MMEIOT HaMOOABIIHUM IPUOPHUTET. AaHHOE IIOAe
CAYKUT KOHTPOABHBIM 3HaUeHUEM, KOTOPOe MOJKET OBITh UCIIOAB30BAHO AAS
CAa0OM TTPOBEPKU MPABUABHOCTHM PeaAr3aliid aArTopruTMa. [loae COpAepsKUT
KOHTPOABHYIO CyMMYy, paccuuTtanuyio Aast ASCII ctpoku "123456789" (mect-
HaAllaTepuuyHbIe 3HaueHne ' 313233...").

[MTocae ompepeAeHUsT BCeX 3TUX MapaMeTpoOB, HAllla MOAEAb MOXKET OBbITh UCIIOAB30-
BaHa AASI TOYHOTO OMHUCaHUsA ocobeHHocTer Kakporo CRC-aaroputma. Huske mpuBepeH
IpUMep cHenuUKanny MOIyAIpHOTro BapuaHTa aaroputma "CRC-16".

Name
Width
Poly
Init
Refln
RefOut
XorOut
Check

: "CRC-16"
.16

: 8005

: 0000

: True

: True

: 0000

: BB3D
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16. KaTtanor napameTpoB cTaHaapTHbIX peanu3auuin CRC-anroputma

3AeCh MHe XOTeAOCH Obl IPUBECTU CIIUCKU IIapaMeTPOB HauOOAe€e YaCTO UCIIOAb3Ye-
MbIx CRC-aaroputmoB. OAHAKO, OOABIIMHCTBO aATOPUTMOB, C KOTOPBIMM MHE AO Ha-
CTOAIIETO0 MOMEHTA IPUXOAUAOCE UMETh AeAO, AOKYMEHTHUPOBAHBI CTOAB CKYTIO, YTO IIOA-
HOCTBIO 3TO He IIPEACTaBASIeTCS BO3MOJKHBIM. Bce, 4TO MHe YAQAOCh, 3TO COCTaBUThH CITU-
COK IIOAMHOMOB HEKOTOPHBIX CTAHAQPTHBIX peaam3anusga CRC.

X25 standard 11021 [CRC-CCITT, ADCCP, SDLC/HDLC]
X25 reversed 10811

CRC16 standard :8005
CRCl16reversed :4003 [LHA]

CRC32 : 04C11DB7 [PKZIP, AUTODIN II, Ethernet, FDDI]

51 OBIA OBI UpEe3BBIYAMHO IPU3HATEAEH BCAKOMY, KTO CMOT OBl AOIIOAHUTH CIIMCKU I1a-
pPaMeTpOB AASI TTapaMeTPUUeCKUX MOAEAEU ITUX CTAaHAQPTOB.

OAHaKO, HEKOTOPble KOHKPETHBIE IIPOTPAMMBI, IIO-BUAUMOMY, CAEAYIOT IIPUBEAEHHBIM
HKe crnenuduranusam. CMOKeT AU KTO-HUOYAB IIOATBEPAUTE UAY ONIPOBEPTHYTH UX (MAU
IIOAYYUTH KOHTPOABHBIE CYMMBI, KOTOPBIE S HE CMOT 3aKOAMPOBATH U PACCUUTATh) ¢

Name :"CRC-16/CITT"

Width :16
Poly : 1021
Init : FFFF

Refln : False
RefOut : False
XorOut :0000
Check :7?

Name :"XMODEM"

Width 16
Poly  :8408
Init : 0000

Refln : True
RefOut :True
XorOut : 0000
Check :7?

Name :"ARC"

Width :16
Poly : 8005
Init : 0000

Refln : True
RefOut :True
XorOut :0000
Check :7?

Hwuke npuBeapeHa crernudukanus aasd arropurMa CRC-32, KOTOPBIM, KaK CYUTAETCH,
ncnoassdyetrcd B PKZip, AUTODIN II, Ethernet u FDDI.
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Name :"CRC-32"

Width  : 32
Poly : 04C11DB7
Init : FFFFFFFF

Refln : True
RefOut :True
XorOut : FFFFFFFF
Check :CBF43926

17. Peanunsauus moaesibHOro ajsropmtma

B HacTosgmeM pazpese MpUBepeHa Pearr3aliusad MOAEABHOTO aATOpUTMaA Ha A3bIKe C,
cocTosniag ux 2 @aruAoB — 3aroAoBO4YHOTO (.h) m cobcTBeHHO TTporpamMmel (.c). Ecau Bel
IIPOCTO YMTAETE 3Ty CTAThIO, TO MOJKeTe IIPOITYCTUT AQHHBIN pPa3Aen, IePEerAd HEIIOCPEA-
CTBEHHO K CAEAYIOIIEMY.

AAd TToAydeHUsI pabOTOCIIOCOOHOIO KOAQ CKOH(PUTYPUPYUTE €ro B COOTBETCTBUU C
npuBeAeHHBIMU BhIlIe TapaMeTrpamMu CRC-16 manm CRC-32 1 nmpoBepbTe, BEIYUCAUB KOH-
TPOABHYIO CyMMa AASI TECTOBOM CTPoKHU "'123456789" (cMOTpUTE TPEABIAYIITUN PA3AEA).

/******************************************************************************/

/* Hayano ¢aitna crcmodel.h */
/******************************************************************************/
/* */
/* ABTop : Ross Williams (ross@guest.adelaide.edu.au.). */
/+* Nata : 3 umwoHa 1993, */
/* Ctatyc : Public domain. */
/* */
/* OnucaHue: 3To 3aronoBoyHbit ¢aitn (.h) peanusaumn MmogenbHoro CRC-anroputma  */
/* Rocksoft™tm. TMogpobHas uHpopMauua, Kacawwascs mopenu Rocksoft~™tm, */
/* cMoTpuTe B ctaTbe Ross Williams "A Painless Guide to CRC Error Detection */
/* Algorithms” (ross@guest.adelaide.edu.au.). [laHHad cTaTba MOXeT ObTb */
/* HaipeHa no appecy "ftp.adelaide.edu.au/pub/rocksoft” */
/* 3ameuyaHue: "Rocksoft” sBnaeTca 3aperucTpMpoOBaHHOW TOProBOW MapKoM */
/* Rocksoft Pty Ltd, Adelaide, Australia. */
/* */
/******************************************************************************/
/* */
/* Wcnonb3oBaHWe AAHHOI NPOrpaMMbl */
¥ e e o */
/* lWlar 1: 06bABUTb mMepeMeHHyl Tuna cm_t U nepemeHHyiw (HanpuMmep, p_cm) Tuna */
/* p_cm_t, ¥ MHMUMaANU3MPOBaTb €€ KaK yKasaTelb Ha NEepBY MEepeMeHHYIo */
/* T.e. p_cm_t p_cm = &cm_t. */
/* */
/* lWlar 2: NpucBOUTb 3HA4YEHUS MapaMeTpPOB MOMENN YNeHaM CTPYKTYpbl */
/* Ecnu Bbl He 3HaeTe, Kakue 3HA4YeHWUd cneayeT nNpuUcBauBaTb, */
/* TO npocMoTpuTe pasgen 16 moKyMeHTa */
/* Hanpumep: */
/* p_cm->cm_width = 16; */
/* p_cm->cm_poly = 0x8005L; */
/* p_cm->cm_init = OL; */
/* p_cm->cm_refin = TRUE; */
/* p_cm->cm_refot = TRUE; */

/* p_cm->cm_xorot = OL; */
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/* 3ame4aHue: noNMHOM ykKasbnBaeTcs 6e3 cTapwero 3Havawero 6uTa */
/* T.e. 18005 npespawaeTcs B 8005 */
/* 3aMeyaHue: BenuunHa Width ykasbiBaeTca Ha oauH OWUT MeHble */
/* ANUHbL MONMHOMA */
/* */
/* Wlar 3: WHuumanuaupyiiTe Moaenb Bb30BOM cm_ini(p_cm) */
/* */
/* lWlar 4: 06paboTaiiTe Bce coobuweHusa, co3paB Heob6XOAUMOE KONUYECTBO */
/* BbI30BOB npoueaypsl cm_nxt. Hanpumep, cm_nxt(p_cm,ch) */
/* */
/* Wlar 5: WU3BnekuTe nonydvyeHHyw senuynHy CRC ¢ momowbio crc = cm_crc(p_cm); */
/* Ecnu CRC asnsetcs 16-6MTHOW BenMYMHON, TO OHA pa3MmeuwaeTcs */
/* B 16 mnapuux 6uTax pesynbTaTa. */
/* */
/******************************************************************************/
/* */
/* 3ameyaHus no peanusauum */
Y — */
/* MEPEHOCUMOCTb: 9ToT nmakeT 6b 3akogupoBaH Takum o6pa3om, 4TOoOb OH MOT */
/* BbINONHATBLCA Ha KakK MOXHO 6onblieM yucne cuctem. Hanpumep, uMMeHa BCex */
/* BHEWHWX MOEHTUOUKATOPOB OrpaHulEeHs 6 CMMBONaMu, a BCE BHYTpeHHue - 8. */
/* TNpedukc cm (o3Havawuwmit CRC Model) ucnonb3oBaH Bo usbexaHwe coBnajeHus */
/* WMEH nepeMeHHbiX. JlaHHbA NakeT HEe3aBUCUM OT KakuX-NMOO BHEWHMX MPOrpamM. */
/* */
/* QOOEKTUBHOCTb: [aHHbit nakeT (M ero peanusauusi) He npemHa3Ha4eHbl */
/* LN CKOPOCTHbHX BblYUCNeHuit. OCHOBHOE Ha3Ha4yeHue - 3TO MOAeNUpoBaHue */

/* cneundpukauuin CRC anroputmoB. Ecnu Bam Heobxomuma BbHICOKAf CKOPOCTb, TO Bul */
/* MOXeTe COCTaBWTb COBCTBEHHYW TabnuW4Hyl peanu3aluio, OCHOBLIBAACH HAa 3HAHUAX, */

/* TMONY4YeHHbX M3 AaHHOro maTepuana. [lakeT Takxe npeaHasHayeH AN NPOBEPKM */
/* npaBUNbHOCTM Bawux peweHuit: ecnu Bbl 0BHapyxuTe, MAM cocTaBuTe COOCTBEHHbI */
/* CRC-anropuTM, M 3axoTUTe OonucaTb ero B TEepMMHAX NapaMeTpU4YeCcKOoWn MOoAaenu */
/* Rocksoft™tm, To oH monxeH OymeT (nNpu yKa3aHHbX 3HAYEHUSIX) AaBaTb TOT Xe */
/* pes3ynbTaT, 4YTO U AaHHaA MOMefb. */
/* */

/******************************************************************************/

/* Cnepyouuit #ifndef oxBaTbiBaeT BeCb 3aronoBOYHbIA Qaitn uenukom, =/
/* VCKNW4Yas ero noBTOPHOE MCMNONb30BaHME. */
#ifndef CM_DONE
#define CM_DONE

/******************************************************************************/
/* Cnepywouue onpefeneHus kKacawTcs Moero co6CTBEHHOr0 CTUNA NPOrpaMMUpoOBaHUA. */
/* WpeHTudukaTtop DONE_STYLE - aTo ¢nar, wuckiwoyawwuii NOBTOPHOE WUCMONb30OBaHWe  */
/* 9TUX onpeaeneHui. x/

#ifndef DONE_STYLE
typedef unsigned long ulong;

typedef unsigned bool;
typedef unsigned char * p_ubyte_;
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#ifndef TRUE
#define FALSE 0
#define TRUE 1
#endif

/* Ecnu y Bac oTcyTCcTBYeT NpoTOTUN, TO MCNONb3yiATe BTOpPOe onpepeneHue =/
#define P_(A) A
/* #define P_(A) () =/

/* PackoMMeHTUpyiiTe cnepylowee onpeneneHuwe, ecnu y Bac HeT npoToTuna pns void =/
/* typedef int void; =*/

#endif

/******************************************************************************/

/* Ab6cTpakTHbiit Tun CRC Mmopenu x/

Y */
/* llepeMeHHble cneayouero TUna CoaepXaT KOHTEKCT 9K3eMnispa BblYUCNEHWi */
/* KOHKpeTHOW mopenu. bBonbwMHCTBO noneit ABNSNTCS NapaMeTpamMu MOAenu, */
/* KOTopble Heob6xoauMmo 3apjaTb nepejn nepBbIM BbHIBOBOM cm_ini. */
typedef struct
{
int  om_width; /* NapameTp: CTeneHb nonuHoma B 6uTax [8,32]. */
ulong cm_poly; /* NapameTp: MMonuHoOM anropuT™a */
ulong cm_init; /* NapameTp: HavyanbHoe 3HayeHue perucTpa */
bool cm_refin; /* MapameTp: 06pamaTtb 6aiThl Ha BXxoae? */
bool cm_refot; /* NapameTp: 0O6pawaTb KOHe4yHoe 3HayeHue CRC? */
ulong cm_xorot; /* NapameTp: BenuuuHa ans koMmbuHauuu no XOR */
/* C KOHe4HbM 3Ha4yeHuem CRC. */
ulong cm_reg; /* KoHTekcT: KOHTEeKCT BpPEMEHW WCMOSIHEeHUN. */
} om_t;

typedef cm_t *p_cm_t;
2
/* OyHKUMM peanu3auumu mopenu =/

/* Cnepywoume ¢yHKUMM "oxuBnsNT" abCcTpakTHbIA Tun cm_t. =/

void cm_ini P_((p_cm_t p_cm));

/* WHuumanusauma KOHKpeTHOro ak3emnnspa mogenu CRC. */

/* Bce nons napameTpa [OONXHb ObITb 3anaHbl nepefj BH3OBOM 3TOW QyHKUMU */

void cm_nxt P_((p_cm_t p_cm,int ch));
/* 06paboTka eauHuyHoro 6aita coobuenusa [0,255]. =/

void cm_blk P_((p_cm_t p_cm, p_ubyte_ blk_adr,ulong blk_len));
/* 06paboTka 6noka 6aiToB coobueHusa. */

ulong cm_crc P_((p_cm_t p_cm));
/* BbuiBoA BenuuuHbl CRC, BbIMMCIEHHOM K HACTOSWEMY MOMEHTY. */
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/******************************************************************************/

/* OyHKUMM ana pacuyeTa Tabnuupl */

J* mm e oo */
/* Cnepyowas ¢yHKuus MoxeT ObTb Mcnonb3oBaHa Aansa pacyeta Tabnuub CRC */
/* KaK BO BpEeMsl UCMONHEHWUA, TaK M A9 CO3JaHUa cTaTuyeckux Tabnuu,. */

ulong cm_tab P_((p_cm_t p_cm,int index));
/* BosBpamaeT cojepxumoe i-no3uuum Tabnuupl NpocMoTpa AN 3a0aHHOrO anropuTMa. */

/* OyHKkuma nposepsieT nons cm_width, cm_poly, cm_refin u uHpekc B Tabnuue */
/* (8HayeHue B amanasoHe [0,255] v BosBpawaeT mnaguve cm_width 6aitToB */
/* CoOepXumoro Tabnuupl x/

/******************************************************************************/

/* KoHeu 3aronoBo4Horo ¢aina (3akpbtue "ckobku™ #ifndef) »/
#endif

/******************************************************************************/
/* KoHew ¢aitna crcmodel.h */

/******************************************************************************/

/******************************************************************************/

/* Hauyano ¢aitna crcmodel.c */
/******************************************************************************/
/* */
/* ABTOp : Ross Williams (ross@guest.adelaide.edu.au.). */
/* Nata : 3 umwoHa 1993. */
/* Ctatyc : Public domain. */
/* */
/* OnucaHue: 9T0 nporpaMMHbiii ¢aitn (.c) peanusauumu MmopenbHoro CRC-anropuTMma */
/* Rocksoft™tm. ToppobHas uHpopmauus, kacawwasacsa mopmenu Rocksoft”™tm, */
/* cMoTpuTe B ctaTbe Ross Williams "A Painless Guide to CRC Error Detection  x/
/* Algorithms”™ (ross@guest.adelaide.edu.